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AI Tools Landscape
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The promise was seductive: artificial intelligence would revolution-
ize education through smart tools that could detect cheating, personal-
ize learning, and automate assessment. Yet as universities scramble to
implement these technologies, a troubling pattern emerges. Students
are being falsely accused of cheating by unreliable detection software,
while institutions discover that the tools they’ve adopted often fail
to deliver on their core promises. The story of AI in education has
become less about transformation and more about managing the gap
between vendor claims and classroom realities. As [30] documents, [30] The Unfairness of AI-Flagged

Academic Misconduct Investigations
in UK Universities

the rush to deploy AI tools has created new forms of injustice that
institutions are only beginning to recognize.

This gap between promise and performance reveals something
deeper about how AI tools are marketed versus how they actually
function. The framing matters—when 21.9% of coverage emphasizes
”tool utility,” it shapes expectations about what these technologies
can and should do. But utility for whom, and at what cost? The evi-
dence suggests that many AI tools in education are solving the wrong
problems, or worse, creating new ones while claiming to solve old ones.

The Reliability Mirage

The most damaging myth about educational AI tools centers on their
supposed accuracy. Detection software, in particular, has been mar-
keted as a reliable solution to the AI cheating problem. Universities
have invested heavily in these systems, treating their outputs as evi-
dence in academic misconduct proceedings. Yet the reality is starkly
different. As [33] reveals, these tools produce false positives at rates [33] When AI Gets You Accused:

What to Do if Your School Says You
Used ChatGPT

that would be unacceptable in any other high-stakes context.

The technical limitations are not minor bugs but fundamental
flaws. AI detection tools cannot reliably distinguish between human
and AI-generated text because the underlying technology makes this
distinction increasingly meaningless. Advanced language models are
trained on human writing; they reproduce patterns that exist in their
training data. When a student writes clearly and correctly—exactly
what we hope education achieves—they may trigger these detection
systems. The French technology publication 01net’s investigation, [13], [13] Détecteurs d’IA : l’arme fatale

contre la triche à l’école ou fausse
bonne idée
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found error rates high enough to make these tools ”more dangerous
than useful” in educational settings.

The human cost of this unreliability is severe. Students face aca-
demic misconduct charges based on algorithmic accusations they can-
not meaningfully contest. The procedural unfairness is compounded
by the black-box nature of these tools—neither students nor faculty
understand how detection decisions are made. [28] documents cases [28] The AI-detection trap: Why

Universities may be punishing the
wrong students

where high-achieving students, particularly those for whom English is
a second language, are disproportionately flagged by these systems.

What makes this particularly troubling is that vendors continue to
market these tools as reliable solutions. They acknowledge limitations
in fine print while their sales materials promise to ”maintain academic
integrity” and ”catch AI cheating.” This disconnect between market-
ing and reality has led some institutions to face legal challenges. As
[10] explores, universities may be liable for damages when they take [10] Can Universities Face Legal

Consequences for Wrongly Accusing
Students of AI Cheating?

disciplinary action based on faulty AI detection.

The detection tool debacle exemplifies a broader pattern: AI tools
marketed for education often promise capabilities they cannot tech-
nically deliver. This is not merely a matter of imperfect technology
that will improve over time. The fundamental approach—trying to
computationally separate human from AI writing—may be technically
impossible as these systems converge.

The Vendor Promise Machine

Educational technology vendors have become skilled at packaging
AI capabilities in ways that appeal to institutional anxieties. The
marketing follows predictable patterns: identify a crisis (cheating,
disengagement, inefficiency), present AI as the solution, and minimize
discussion of limitations or risks. This approach is evident in how
major tech companies are positioning their educational AI offerings.

Microsoft’s push into education with Copilot illustrates this dy-
namic perfectly. [25] presents the tool as a comprehensive solution for [25] Microsoft Copilot for Education:

A Teacher’s Complete Guide”empowering every educator and learner with AI.” The framing em-
phasizes efficiency gains and personalization, while privacy concerns
and the risk of over-dependence are mentioned only briefly. Similarly,
[18] focuses on integration features and use cases, with minimal atten- [18] How to Use Gemini in Google

Classroomtion to what might go wrong.

The vendor narrative consistently emphasizes positive transfor-
mation while downplaying risks. A telling example comes from [16], [16] Google Gemini for Education:

What Teachers Need to Knowwhich presents the tool as ”designed to complement, not replace, the
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teacher’s role”—a reassurance that appears in nearly every educa-
tional AI product launch, suggesting anxiety about replacement is
widespread. Yet these same tools are marketed to administrators as
ways to ”scale” instruction and reduce costs, creating an inherent
tension.

More troubling is how vendors handle privacy and data concerns.
The investigative piece [34] reveals how companies use careful lan- [34] Zoom says it isn’t training AI on

calls without consent. But other data
matters, too

guage to obscure their actual data practices. While they may not train
AI on specific calls, they collect vast amounts of metadata and usage
patterns that can be equally revealing. For educational institutions
bound by FERPA and similar regulations, these distinctions matter
enormously.

The promise machine extends beyond individual products to entire
categories of tools. AI-powered plagiarism detection, automated essay
scoring, and ”intelligent tutoring systems” all follow similar patterns.
They promise to solve complex pedagogical challenges through com-
putational means, yet [19] warns that this technological solutionism [19] Inteligencia artificial generativa

en la educación universitaria: la
urgencia de una perspectiva crítica

obscures the fundamentally social nature of education.

When independent researchers test these tools, the results often
diverge sharply from vendor claims. The comprehensive review in [8] [8] Art meets AI: Exploring the

opportunities and challenges of inte-
grating AI in art education

found that AI tools marketed for creative education frequently pro-
duced homogenized outputs that undermined rather than enhanced
creativity. This pattern—tools that claim to enhance human capa-
bilities while actually constraining them—appears across multiple
domains.

What Actually Breaks

The failure modes of educational AI tools reveal more about their
fundamental limitations than any vendor documentation. While mar-
keting materials focus on idealized use cases, the reality of implemen-
tation exposes critical weaknesses that vendors rarely acknowledge
upfront.

Technical failures, surprisingly, represent only 2.6% of documented
problems—a figure that itself reveals how failure is categorized. When
an AI tool generates false information, is that a technical failure or
something else? [17] demonstrates that AI systems will readily pro- [17] Hey ChatGPT, write me a fic-

tional paper: these LLMs are willing
to commit academic fraud

duce entirely fabricated academic content, complete with fake ci-
tations and plausible-sounding arguments. The deeper issue is not
that the system fails to work, but that it works exactly as designed—
optimizing for plausible-sounding text regardless of truth.
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The legal profession’s struggles with AI hallucinations provide a
cautionary tale for education. As documented in [7], attorneys have [7] AI-generated ’hallucinations’ in

filings, why do lawyers keep using
these tools?

faced sanctions for submitting AI-generated briefs containing fabri-
cated case law. The pattern is telling: professionals under time pres-
sure turn to AI tools that promise efficiency, only to discover that
verifying AI output takes more time than creating it from scratch. [11] [11] Contenu généré par intelligence

artificielle : pourquoi le juriste en
demeure juridiquement l’auteur

explores how legal responsibility remains firmly with the human user,
regardless of AI involvement.

Implementation failures prove far more common than pure tech-
nical breakdowns. The UNESCO survey revealing that [31] formal [31] Una encuesta de la UNESCO

revela que menos del 10% de las
escuelas y universidades disponen de

AI policies exposes a fundamental mismatch between the speed of
tool adoption and institutional readiness. Tools are deployed without
adequate training, policy frameworks, or understanding of their lim-
itations. Faculty report feeling pressured to use AI tools they don’t
understand, while students navigate contradictory messages about
what constitutes appropriate use.

The human factors dimension of failure is particularly revealing.
[24] documents an unexpected but widespread phenomenon: stu- [24] Making Space for Student ’Sor-

row’ Over AIdents in creative fields experiencing grief and existential anxiety
about AI tools that seem to devalue human creativity. This emotional
response—entirely absent from vendor considerations—significantly
impacts tool adoption and effectiveness.

Privacy breaches represent another failure mode that vendors sys-
tematically understate. [6] reveals how AI-powered monitoring systems [6] AI surveillance in US schools:

Thousands of sensitive student docu-
ments exposed in surveillance breach

designed to enhance safety instead created massive vulnerabilities.
The breach exposed not just data but the fragility of vendor security
promises when applied to educational contexts with their complex
privacy requirements.

Perhaps most tellingly, ethical failures dominate at 41.3% of cat-
egorized problems. These are not bugs but features—AI tools doing
exactly what they were designed to do in ways that violate educational
values. Bias amplification, discussed in [4], shows how AI tools can [4] AI image generators often give

racist and sexist results: can they be
fixed?

perpetuate and intensify existing inequalities. When these systems
are deployed in educational assessment or admissions, they don’t just
reflect bias—they institutionalize it.

The Supervision Compromise

Faced with the failure of both prohibition and unrestricted use, ed-
ucational institutions have converged on ”supervised integration” as
their primary response to AI tools. This compromise position, ad-
vocated in [[En clase, la IA se queda en su sitio] | El Correo de la
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UNESCO](https://courier.unesco.org/es/articles/en-clase-la-ia-debe-
quedarse-en-su-sitio), attempts to balance potential benefits with
known risks through human oversight. Yet this approach reveals its
own contradictions and limitations.

The supervision model assumes that human judgment can effec-
tively moderate AI outputs, but this assumption faces practical and
philosophical challenges. [9] quotes educators struggling with the fun- [9] Avec ChatGPT, on a aucun degré

de sûretédamental unreliability of AI systems: ”With ChatGPT, we have no
degree of certainty.” If experts cannot reliably identify AI errors or
biases, how can supervision be effective?

The European response, codified in documents like [23], represents [23] Legal and pedagogical guidelines
for the educational use of generative
AI in the European Schools

the most comprehensive attempt at supervised integration. These
frameworks emphasize transparency, pedagogical alignment, and con-
tinuous human oversight. Yet they also reveal the bureaucratic burden
this approach creates. Teachers must now document AI use, assess
outputs for accuracy and bias, and ensure compliance with evolving
regulations—all while maintaining their primary educational responsi-
bilities.

In practice, supervision often devolves into checkbox compliance
rather than meaningful oversight. [14] documents how universities [14] El efecto ChatGPT: las uni-

versidades cambian sus métodos de
enseñanza

are reverting to ”analog” assessment methods—handwritten exams,
oral presentations, in-class work—not because these are pedagogically
superior but because they’re easier to supervise. This retreat from
digital assessment represents a striking failure of the supervision model
to address core challenges.

The compromise also embeds a problematic assumption about the
nature of AI tools. By positioning them as requiring supervision, insti-
tutions implicitly accept that these tools are unreliable or potentially
harmful. Yet they continue to integrate them into core educational
processes. [15] argues that keeping AI ”in its place” requires constant [15] En clase, la IA se queda en su

sitiovigilance that may be unsustainable given educational resource con-
straints.

International variations in the supervision approach reveal cultural
and institutional differences. While European institutions emphasize
regulatory compliance, American approaches often focus on innova-
tion and competitive advantage. [5] highlights how the absence of [5] AI Is Already Disrupting Educa-

tion, but Only 13 States Are Offering
Guidance

coherent policy leaves individual institutions to develop their own su-
pervision frameworks, leading to inconsistent and often contradictory
approaches.

The supervision compromise ultimately satisfies no one. Vendors
find it limits their market reach and complicates product development.
Educators face increased workload without clear benefits. Students
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navigate inconsistent policies that vary by class, institution, and juris-
diction. Most critically, supervision doesn’t address the fundamental
question: if these tools require constant human oversight to be safe
and effective, what efficiency or enhancement do they actually pro-
vide?

Privacy Theater

Educational institutions perform elaborate rituals around data pri-
vacy and AI tools, yet the underlying vulnerabilities remain largely
unaddressed. This performance—privacy theater—creates an illusion
of protection while obscuring the real dynamics of data extraction and
algorithmic control in educational settings.

The Microsoft report [1] exemplifies how vendors frame privacy [1] 2025 AI in Education: A Microsoft
Special Reportconcerns. The document acknowledges privacy as a ”key consider-

ation” while simultaneously promoting tools that require extensive
data collection to function. The contradiction is stark: AI tools can-
not provide ”personalized learning experiences” without collecting,
analyzing, and retaining detailed information about student behavior,
performance, and characteristics.

Real privacy breaches expose the inadequacy of current protections.
Beyond the surveillance breach mentioned earlier, [3] documents how [3] AI and ChatGPT use raises new

fears for students’ privacyAI tools create new categories of sensitive data—not just what stu-
dents submit, but how they interact with systems, what they struggle
with, and patterns that might reveal learning disabilities or mental
health conditions. This behavioral data, largely unregulated by ex-
isting frameworks like FERPA, represents a new frontier of privacy
concern.

The French data protection authority’s guidance, [21], attempts to [21] La CNIL publie deux FAQ sur
l’utilisation des systèmes d’IA dans les
écoles

address these concerns through detailed compliance requirements. Yet
the technical complexity of AI systems makes meaningful compliance
verification nearly impossible. Schools lack the expertise to audit
AI systems, while vendors claim proprietary algorithms prevent full
transparency. This information asymmetry enables privacy theater—
institutions can claim compliance without truly understanding what
data is collected or how it’s used.

The University of Utah’s approach, detailed in [26], reveals an- [26] Microsoft Copilot: Compliance
and ethical considerations for the AI
tool

other dimension of privacy theater. The institution provides detailed
guidelines and warnings about data sensitivity, but ultimately en-
ables broad use of tools whose data practices remain opaque. This
pattern—acknowledge risks while proceeding anyway—characterizes
much institutional privacy policy around AI.
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International students face particular vulnerabilities. [32] notes [32] Universities regulate use of AI in
writing - China Dailyhow AI tools may expose students to surveillance by their home gov-

ernments, yet institutions rarely address these geopolitical privacy
dimensions. The global nature of major AI platforms means that
educational data may be subject to multiple, potentially conflicting
privacy regimes.

Most troubling is how privacy theater obscures power dynamics.
When [2] revealed that academic work was being used to train com- [2] Academic backlash as publisher

lets Microsoft train AI on papersmercial AI without meaningful consent, it exposed how current privacy
frameworks fail to address collective rights and downstream uses of
educational data. Individual consent mechanisms cannot address sys-
temic data extraction that transforms scholarly commons into corpo-
rate assets.

Beyond the Tool Frame

The persistent framing of AI as a set of tools fundamentally misun-
derstands both the technology and its implications for education. This
tool-centric view, dominant in 21.9% of coverage, constrains our abil-
ity to recognize and respond to AI’s actual impacts on educational
systems and values.

Tools are typically understood as neutral instruments that extend
human capabilities without fundamentally altering them. A hammer
helps drive nails; a calculator speeds computation. But AI systems op-
erate differently. As [20] argues, generative AI represents a qualitative [20] Inteligencia artificial generativa y

educaciónshift in how knowledge is produced, validated, and transmitted. These
systems don’t simply assist human intelligence—they simulate and
potentially substitute for it.

The regulatory landscape increasingly recognizes this distinction.
[29] classifies educational AI systems as ”high-risk,” acknowledging [29] The EU AI Act: Implications for

Ethical AI in Educationtheir potential for significant harm. This classification reflects an
understanding that AI in education is not merely tooling but infras-
tructure that shapes fundamental processes of human development.
The Act’s prohibitions on emotion recognition in educational settings
signal awareness that some AI applications are incompatible with
educational values, regardless of their technical capabilities.

Moving beyond the tool frame reveals AI’s role in reshaping edu-
cational relationships. [12] demonstrates how AI-generated content [12] Deepfakes and scientific knowl-

edge disseminationundermines epistemological foundations—the ability to distinguish
true from false, authentic from synthetic. When students can generate
convincing academic work without understanding, and when educa-
tors cannot reliably identify such generation, the basic contract of

https://studychina.chinadaily.com.cn/s/202406/11/WS6667c043498ed2d7b7eb00f2/universities-regulate-use-of-ai-in-writing.html
https://studychina.chinadaily.com.cn/s/202406/11/WS6667c043498ed2d7b7eb00f2/universities-regulate-use-of-ai-in-writing.html
https://studychina.chinadaily.com.cn/s/202406/11/WS6667c043498ed2d7b7eb00f2/universities-regulate-use-of-ai-in-writing.html
https://www.timeshighereducation.com/news/academic-backlash-publisher-lets-microsoft-train-ai-papers
https://www.timeshighereducation.com/news/academic-backlash-publisher-lets-microsoft-train-ai-papers
https://www.timeshighereducation.com/news/academic-backlash-publisher-lets-microsoft-train-ai-papers
https://revistas.usal.es/tres/index.php/eks/article/view/31942
https://revistas.usal.es/tres/index.php/eks/article/view/31942
https://revistas.usal.es/tres/index.php/eks/article/view/31942
https://swisscyberinstitute.com/research/eu-ai-act-implications-ethical-ai-education/
https://swisscyberinstitute.com/research/eu-ai-act-implications-ethical-ai-education/
https://swisscyberinstitute.com/research/eu-ai-act-implications-ethical-ai-education/
https://www.nature.com/articles/s41598-023-39944-3
https://www.nature.com/articles/s41598-023-39944-3
https://www.nature.com/articles/s41598-023-39944-3
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education breaks down.

The economic dimensions further challenge the tool frame. [27] [27] Should universities ban, use, or
cite Generative AI?traces how AI companies extract value from educational activities—

student work, faculty research, institutional data—to build systems
that may ultimately undermine educational institutions. This is not
tool use but participation in an extractive economy where educational
values are subordinated to computational efficiency.

Alternative framings emerge from critical scholarship and practice.
Some propose understanding AI as infrastructure requiring democratic
governance. Others suggest viewing it as an environmental force re-
quiring adaptation rather than adoption. The Spanish analysis [22] [22] La génération d’images et de

vidéo par IA : l’équilibre entre enjeux
et opportunités

offers ”digital moral literacy” as a framework that moves beyond tech-
nical skills to ethical reasoning and critical consciousness.

The evidence suggests that effective responses to AI in education
require abandoning the comfortable fiction of neutral tools. Instead,
we must recognize AI systems as powerful actors that reshape educa-
tional possibilities and constraints. This recognition doesn’t require
rejection of AI but rather a more sophisticated understanding of how
these systems interact with educational values and purposes. Only
by moving beyond the tool frame can institutions develop responses
adequate to the challenges AI presents.

The gap between AI marketing and educational reality is not
merely a matter of immature technology or implementation chal-
lenges. It reflects fundamental misalignments between what AI sys-
tems can do—generate plausible text, identify patterns, automate
decisions—and what education requires—understanding, growth, au-
thentic assessment, and human development. Current AI tools excel
at simulation and efficiency but struggle with the nuanced, contextual,
and fundamentally human aspects of education.

The path forward requires more than better tools or stricter super-
vision. It demands a critical examination of why institutions are so
eager to adopt technologies that require constant oversight, produce
unreliable results, and create new forms of inequity. It requires ask-
ing not just ”how can we use AI?” but ”should we?” and ”for whose
benefit?” Most importantly, it requires centering educational values
and human development rather than computational efficiency in our
decision-making.

As educational institutions navigate this landscape, they would
do well to remember that not every problem requires a technological
solution. The rush to adopt AI tools often obscures simpler, more
effective approaches to educational challenges. Sometimes the most
sophisticated response to AI hype is also the simplest: maintaining

https://sociostrategy.com/2024/should-universities-ban-use-or-cite-generative-ai/
https://sociostrategy.com/2024/should-universities-ban-use-or-cite-generative-ai/
https://sociostrategy.com/2024/should-universities-ban-use-or-cite-generative-ai/
https://ecolebranchee.com/la-generation-dimages-et-de-video-par-ia-lequilibre-entre-enjeux-et-opportunites/
https://ecolebranchee.com/la-generation-dimages-et-de-video-par-ia-lequilibre-entre-enjeux-et-opportunites/
https://ecolebranchee.com/la-generation-dimages-et-de-video-par-ia-lequilibre-entre-enjeux-et-opportunites/
https://ecolebranchee.com/la-generation-dimages-et-de-video-par-ia-lequilibre-entre-enjeux-et-opportunites/
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focus on the fundamental human relationships that make education
transformative. The tools will evolve, vendors will make new promises,
and crises will emerge and recede. But education’s core mission—
fostering human understanding, capability, and wisdom—remains
essentially unchanged. That mission should guide our evaluation of
any tool, AI or otherwise.
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