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The Opt-Out as Literacy: When Criti-
cal Thinking Shrinks to Clicking Forms

Weekly Analysis — https://ainews.social

There is a particular kind of relief that comes with checking a box.
You have opted out. You have adjusted the setting, declined the
cookie, reported the message, forwarded the suspicious voicemail to
the fraud line. You have, the interface assures you, taken control. And
this, increasingly, is what we are being taught to call literacy — the
capacity to perform a sequence of small defensive gestures inside a sys-
tem whose actual workings remain as opaque to you after the gesture
as before. The week’s evidence, read across languages and institutions,
tells a coherent and dispiriting story: the concept of ”AI literacy” is
being quietly redefined downward, from the ability to understand the
system you live inside to the ability to survive it one click at a time.

This matters because the two are not the same thing, and the dif-
ference is the whole game. A literate public — in the sense that word
carries when we speak of literacy as a civic achievement rather than
a consumer skill — is one that can name the structure it inhabits,
follow the money and the data through it, and contest the terms on
which it operates. What is on offer instead is a stack of protective
reflexes: scam-awareness, opt-out choreography, deepfake spotting,
safety checklists. The reflexes are not worthless. But they are being
sold as the thing itself, and every framework that reduces literacy to
individual caution is a step away from the capability it claims to build.
As the MIT Press primer on the subject puts it, even the technolog-
ically fluent face ”a daunting problem: how to navigate this universe
of ever-expanding data... to find the right information, evaluate its
quality, and make appropriate use of it” [10]. Navigation is a real skill. [10] Critical Thinking - The MIT

Press Essential Knowledge seriesBut navigation assumes the map is fixed and the terrain is neutral.
The terrain here is neither.

The genuinely useful counter-model exists — it is just not the one
being scaled. A recent French report on deploying AI literacy for
citizen participation argues that literacy has to include the ability
to understand and shape the systems that govern collective life, not
merely to defend oneself against them [16]. That framing — literacy [16] PDF RAPPORT OCTOBRE
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as a democratic competency rather than a personal safety practice
— is the road not taken. What follows is a map of the roads we are
taking instead, and of what each one quietly abandons.
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The Right That Became an Errand

Start with the most revealing move, because it is the one that hides
best. When a data-protection authority tells you that you have the
right to object to your personal data being reused to train a model,
that sounds like power. It is a structural right — a claim you can
make against the system as a whole. But watch what happens to
it in practice. The right does not arrive as a default; it arrives as
an errand. You must locate the correct form, identify the correct
controller, articulate your objection in the correct terms, submit it
through the correct channel, and — assuming nothing fails silently
— wait. The right survives on paper while being administratively
engineered to exhaust the person exercising it. What was a structural
claim becomes an individual chore, and the chore is designed to be
abandoned.

This is responsibilization, and it is the operative machinery of the
entire downward redefinition. Zuboff’s account of how the extraction
economy works is precise here: the surveillance business model de-
pends on rendering its own operations illegible while shifting the bur-
den of consequence onto the user, who is invited to manage, through
a proliferation of settings and consents, a reality she was never per-
mitted to understand in the first place [10]. The opt-out form is the [10] The Age of Surveillance Capital-

ismperfect artifact of this logic. It concedes the principle — yes, you have
rights — while ensuring that the exercise of the right is so effortful, so
atomized, so dependent on your individual vigilance, that the system’s
default behavior is never actually threatened. The literate citizen, in
this model, is the one who fills out the form. The system stays exactly
as opaque as it was.

You can see the same substitution across the civic-participation lit-
erature, where the language of ”empowerment” almost always resolves
into a description of tasks the individual must perform. The French
citizen-participation report is notable precisely because it resists this,
insisting that a population capable of clicking the right settings is
not yet a population capable of governing the technology those set-
tings sit on top of [15]. The distinction it draws — between defensive [15] PDF RAPPORT OCTOBRE
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competence and structural comprehension — is the one that most
consumer-facing literacy campaigns collapse. And the collapse is not
accidental. A public trained to see its rights as errands is a public
that will experience the friction of exercising those rights as its own
failure of diligence, rather than as a feature deliberately built into the
interface.

Consider even the way platform policy frames the terms of civic en-
gagement with these tools. When OpenAI publishes its restrictions on
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political campaigning, the document reads as a set of prohibitions the
user must internalize and comply with — a checklist of what you may
not do [18]. The governing logic, again, flows one way: the institution [18] Political Campaigning Restric-

tionssets the terms, and literacy means learning to operate within them.
Nowhere in the responsibilized model is there a channel for the public
to contest the terms themselves. That absence is the tell.

When Avoidance Wears the Mask of Judgment

The second redefinition happens in the material prepared for children,
and it is more insidious because it wears the vocabulary of the thing
it replaces. Open almost any Spanish- or French-language guide to
preparing young people for an AI-saturated world and you will find
”pensamiento crítico” — critical thinking — invoked as the central
goal. Then read what the phrase is made to mean. Overwhelmingly,
it means avoidance: don’t share your data, don’t click the suspicious
link, don’t engage with the manipulated content, don’t respond to
the stranger, recognize the scam and retreat. Critical thinking, in
this usage, has been redefined as a threat-detection reflex. It is the
intellectual posture of a person in a dangerous neighborhood, not of a
person trying to understand why the neighborhood is dangerous.

The danger is real, which is what makes the substitution so easy to
swallow. The European Parliament’s briefing on children and deep-
fakes documents a genuine and growing harm, and the protective in-
stinct it triggers is appropriate [12]775855EN.pdf)775855EN.pdf). The [12] PDF Children and deepfakes -

europarl.europa.euU.S. Secret Service’s account of AI-accelerated sextortion describes
a category of crime whose speed and scale genuinely warrant teach-
ing young people to recognize and refuse it [19]. And the research on [19] Sextortion in the Age of AI
platform-facilitated grooming through AI chatbots identifies a mecha-
nism of harm that any responsible curriculum would want children to
understand [17]. None of this is trivial, and none of it should be dis- [17] Platform-Facilitated Grooming

and AI Chatbotsmissed. The problem is what the harm is made to justify: a definition
of critical thinking that stops at self-protection and never reaches the
question of who built the environment in which the harm is possible.

Because the environment is left untouched. The chatbot that
grooms, the platform that recommends, the model that generates
the non-consensual image — these are treated as weather, as ambient
conditions the child must learn to navigate, rather than as engineered
systems with owners, incentives, and design choices that could be oth-
erwise. Coverage of AI chatbots and young people frames the issue
almost entirely in terms of the child’s exposure and the child’s re-
sponse, rarely in terms of the deliberate design decisions that made

https://help.openai.com/en/articles/20001255-political-campaigning-restrictions
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the chatbot behave that way [5]. The result is a curriculum that pro- [5] Are AI Chatbots ’grooming’ Young
People? - DESIblitzduces vigilant children and undisturbed systems.

Contrast this with what the UNESCO media-literacy tradition —
routinely cited as the credentialing framework behind these curric-
ula — actually asks for. Its competencies include the demand that
a learner ”understand the role and functions of media, and Internet
communications companies in democratic societies,” and ”critically
evaluate media content in the light of media functions” [10]. That is [10] UNESCO Think Critically Click

Wiselya structural literacy: it asks the learner to hold the institution, not
merely the content, up to scrutiny. When a children’s guide cites
UNESCO as cover and then delivers a lesson in dodging strangers, it
has used the more demanding framework as a fig leaf for the less de-
manding one. The name is retained; the ambition is discarded. And a
generation learns to call flinching ”critical thinking.”

The Guest List for Literacy

There is a third move, quieter than the others, and it answers a ques-
tion the first two leave open: if literacy is being redefined, who gets
to be counted as literate — and who does the counting? The pattern
that recurs across the week is that the answer is increasingly ”the
credentialed insider.” When health systems, government agencies,
and industry consortia assemble working groups to define responsible
AI practice, the rosters read like membership lists — dozens of in-
stitutional leaders, vendors, and system operators — and the public
whose lives the systems govern is present only as an abstraction to
be protected, never as a participant to be included. Literacy, in this
configuration, becomes a form of institutional belonging rather than a
public capability. You are literate if you are in the room.

This is the gatekeeping question, and it is not new; it is the old-
est move in the sociology of expertise, updated for a new technology.
Ruha Benjamin’s analysis of how technological systems encode and
naturalize existing hierarchies is directly relevant: the danger is not
only that AI systems reproduce inequity, but that the authority to de-
fine what counts as competent, safe, and legitimate use is concentrated
in precisely the institutions that benefit from the systems remaining
unexamined [10]. When the people who build and profit from a tech- [10] Race After Technology
nology also constitute the panel that defines literacy about it, the
definition will not, as a rule, include the competency of contesting
them.

The consequence is visible in what ”access” is allowed to mean. The
American Foundation for the Blind’s report on AI assistive technology

https://www.desiblitz.com/content/are-ai-chatbots-grooming-young-people
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is genuinely valuable — it documents tools that expand what disabled
people can do, and it takes access seriously as a goal [14]. But access [14] PDF Innovation for Access -

Assistive Technology Report by the
American ...

to a tool is not the same as authority over the system that produces
it. One can be a fully equipped user and remain wholly excluded
from the decisions that determine how the tool works, what data
it consumes, and whom it serves. The insider model of literacy is
comfortable with the first kind of inclusion and allergic to the second.

What is missing, structurally, is any account of literacy as some-
thing a public produces and holds collectively rather than something
an institution certifies and distributes. The metaliteracy tradition
gestures at this when it insists that networked oppression is ”not just
a glitch in the system but, rather, is fundamental to the operating
system of the web” — a formulation that locates the problem in de-
sign, not in the user’s diligence [10]. If the problem is fundamental [10] MetaLiteracyIACW
to the operating system, then a literacy that trains only users and
never questions designers is aimed at the wrong target. And a working
group composed entirely of the people who run the operating system
will not, on its own, redirect the aim. The citizen-participation model
exists precisely to widen the guest list — to treat the general public
as a body with a legitimate claim to shape the technology — but it
remains the exception, cited in reports and rarely built into practice
[2]. [2] AI Literacy for Citizen Participa-

tion Report - AI News Social

Spotting Without Seeing

Nowhere is the poverty of the defensive model clearer than in the vast
literature on detecting AI-generated deception — the deepfake, the
voice clone, the synthetic news story. This is the growth industry of
AI literacy, and it is almost entirely about spotting. Learn the tells.
Notice the artifacts in the video. Verify the caller by asking a question
only the real person could answer. Check the source. The Spanish-
language coverage of AI fake news offers detailed taxonomies of how to
recognize fabricated content [11], and the guidance on 2026-era voice [11] Noticias Falsas con IA en 2025:

Casos y Detección — Fake Offcloning and identity fraud reads as a manual of defensive verification
techniques [6]. This is genuinely useful. It is also, as literacy, a dead [6] Deepfakes 2026: clonación de voz,

fraude con IA y protección legalend — because it teaches recognition without comprehension, and
recognition is a race the individual is structurally guaranteed to lose.

The reason it is a losing race is documented in the same literature
that promotes detection. The European Parliament’s analysis of in-
formation manipulation in the age of generative AI makes clear that
the production of synthetic deception is scaling faster than any indi-
vidual’s capacity to spot it, and that the very tells people are taught

https://www.afb.org/sites/default/files/2026-08/Innovation%20for%20Access%20-%20AI%20Assistive%20Technology%20Report%20-%20Accessible.pdf
https://www.afb.org/sites/default/files/2026-08/Innovation%20for%20Access%20-%20AI%20Assistive%20Technology%20Report%20-%20Accessible.pdf
https://www.afb.org/sites/default/files/2026-08/Innovation%20for%20Access%20-%20AI%20Assistive%20Technology%20Report%20-%20Accessible.pdf
https://www.afb.org/sites/default/files/2026-08/Innovation%20for%20Access%20-%20AI%20Assistive%20Technology%20Report%20-%20Accessible.pdf
https://www.ainews.social/reports/ai_literacy.html
https://www.ainews.social/reports/ai_literacy.html
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https://www.faseconsulting.es/articulos/deepfakes-2026-voz-rostro-identidad-clonacion-ia
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to look for are the artifacts each new model generation is trained to
eliminate [13]779259EN.pdf)779259EN.pdf). A literacy premised on [13] PDF Information manipulation

in the age of generative artificial
intelligence

perceptual detection is a literacy with a built-in expiration date. And
the Brennan Center’s careful assessment of AI’s role in election dis-
information complicates the panic in a way that should reshape the
pedagogy: the measurable harm turns out to depend less on any single
undetectable fake than on the ecosystem of amplification, incentive,
and institutional weakness that determines whether a fake travels
[7]. If the harm is systemic, spotting-based literacy is aimed at the [7] Does AI Fight or Fuel Election

Disinformation?symptom.

The detection model also produces its own casualties, which is the
surest sign that it has been mistaken for understanding. Consider the
false-positive problem: automated AI-detection tools, deployed by
institutions that have swallowed the spotting paradigm whole, now
routinely flag human work as machine-generated [9]. The human cost [9] False Positives in AI Detection:

Complete Guide 2026is real and documented — people accused, on the basis of an opaque
algorithmic verdict, of a deception they did not commit, with the bur-
den of disproving the machine falling entirely on them [20]. Here the [20] Students are being falsely accused

of using AI. It’s harming them.defensive stack turns on the very people it was supposed to protect:
a detection tool nobody understands issues a judgment nobody can
audit, and the accused must perform the errand of proving their own
innocence. This is spotting without seeing, at institutional scale, and
it produces exactly the inversion of literacy — a population subject to
automated verdicts it has no capacity to interrogate.

The same illegibility is migrating into the places where the stakes
are highest. Judges are raising alarms about AI-generated evidence en-
tering courtrooms, where the question of what is real can no longer be
settled by looking [3]. When even trained legal fact-finders cannot rely [3] AI-generated evidence showing up

in court alarms judgeson perception, the notion that a fifteen-year-old armed with a checklist
of ”tells” is thereby literate becomes untenable. What the situation
demands is not better spotting but a competency the defensive stack
never offers: the ability to trace a piece of media back to its origin,
to interrogate the chain of custody, to reason about provenance and
incentive rather than appearance. And that competency is, at present,
treated as a specialist function — a matter for forensic analysts, plat-
form trust-and-safety teams, and police.

Tracing Back as a Public Art

The deepest thing the week’s evidence reveals is a division of labor
that the downward redefinition of literacy takes for granted and that
a genuine literacy would refuse. In the defensive model, comprehen-

https://www.europarl.europa.eu/RegData/etudes/BRIE/2025/779259/EPRS_BRI(2025
https://www.europarl.europa.eu/RegData/etudes/BRIE/2025/779259/EPRS_BRI(2025
https://www.europarl.europa.eu/RegData/etudes/BRIE/2025/779259/EPRS_BRI(2025
https://www.europarl.europa.eu/RegData/etudes/BRIE/2025/779259/EPRS_BRI(2025
https://www.brennancenter.org/our-work/research-reports/does-ai-fight-or-fuel-election-disinformation
https://www.brennancenter.org/our-work/research-reports/does-ai-fight-or-fuel-election-disinformation
https://www.brennancenter.org/our-work/research-reports/does-ai-fight-or-fuel-election-disinformation
https://proofademic.ai/blog/false-positives-ai-detection-guide/
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https://www.usatoday.com/story/life/health-wellness/2025/01/22/college-students-ai-allegations-mental-health/77723194007/
https://www.usatoday.com/story/life/health-wellness/2025/01/22/college-students-ai-allegations-mental-health/77723194007/
https://www.nbcnews.com/tech/tech-news/ai-generated-evidence-deepfake-use-law-judges-object-rcna235976
https://www.nbcnews.com/tech/tech-news/ai-generated-evidence-deepfake-use-law-judges-object-rcna235976
https://www.nbcnews.com/tech/tech-news/ai-generated-evidence-deepfake-use-law-judges-object-rcna235976
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sion is professionalized. Ordinary people are assigned the reflexes —
spot, avoid, report, opt out — while the actual understanding of how
the system works, where the content came from, and who profits is
reserved for credentialed specialists. Tracing-back — the capacity to
follow a synthetic artifact or an automated decision to its source and
its purpose — is treated as a police monopoly and an expert preserve.
This is precisely backward. In a technology this pervasive, tracing-
back must become a public competency, because a public that cannot
trace is a public that can only react.

The materials that treat provenance seriously show what the al-
ternative looks like, and they are not addressed to the general reader.
The account of building an auditable research tool — of insisting on
method and traceability before trusting a model’s output — describes
a genuine literacy, one organized around understanding how a con-
clusion was reached rather than merely whether it looks right [22]. [22] What building an auditable

research tool taught me about ...Amnesty International’s algorithmic accountability toolkit similarly
treats the interrogation of automated systems — asking how a deci-
sion was made, on what data, with what recourse — as a civic practice
rather than a technical specialty [4]. These are models of structural [4] Algorithmic Accountability Toolkit

- Amnesty Internationalliteracy: they equip the reader to see the system, not merely to sur-
vive its outputs. But they exist at the margins, produced by advocacy
organizations and independent practitioners, while the mainstream
literacy curriculum keeps drilling the reflexes.

The stakes of leaving tracing-back to the professionals are on vivid
display in the domain of policing and elections, where the concentra-
tion of investigative capacity in institutional hands has predictable
consequences. The Brennan Center’s work on unregulated AI in polic-
ing documents what happens when the power to trace, identify, and
decide is held by an institution that the public cannot in turn trace,
identify, or hold accountable [21]. And the reporting on an election [21] The Dangers of Unregulated AI in

Policing - Brennan Center for Justicein which an AI system deleted millions of voter records — while the
world’s governance attention was fixated on the more cinematic threat
of deepfakes — shows the cost of a public trained to watch for the
wrong thing [8]. A citizenry fluent in spotting fake videos and illiterate [8] Election AI Deleted 5.5M Voters

While World Governed Deepfakes
Instead

in auditing administrative systems is a citizenry that will guard the
front door while the structural harm walks in through the back.

This is where the older critique of manufactured consent earns its
place in the argument. Chomsky and Herman described how the range
of acceptable opinion is set not by censorship but by the structure of
the institutions that produce information — a system in which the
public is kept busy with the permitted questions and steered away
from the ones that would expose the structure itself [10]. The defen- [10] Manufacturing Consent
sive model of AI literacy performs an identical function. It keeps the

https://theailiteracylab.com/method-before-the-ai-model/
https://theailiteracylab.com/method-before-the-ai-model/
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https://www.amnesty.org/en/latest/research/2025/12/algorithmic-accountability-toolkit/
https://www.brennancenter.org/our-work/research-reports/dangers-unregulated-ai-policing
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public busy — vigilantly, exhaustingly busy — with the permitted
questions: Is this video real? Did I opt out? Is this message a scam?
And it steers attention away from the structural ones: Who built this
system, on what data, for what purpose, and by what right? A lit-
eracy that only ever asks the first kind of question is not a defense
against manufactured consent. It is one of its mechanisms.

The Literacy We Are Not Building

Put the moves side by side and the pattern is unmistakable. The
right to object becomes an errand you are meant to abandon. Criti-
cal thinking becomes a flinch you teach to children. Literacy becomes
a membership you either hold or do not. Comprehension becomes a
specialty you are not qualified to practice. At each step, something
that belongs to the public — a right, a capacity for judgment, a claim
to authority, an ability to understand — is converted into something
the individual must either perform in isolation or defer to an institu-
tion. The word ”literacy” survives every conversion. The thing it once
named does not.

The alternative is not exotic, and it is not utopian; it exists, cited
in reports and practiced at the margins, waiting to be taken seriously.
It is the literacy the French citizen-participation work describes, in
which the public’s competency includes shaping the systems it lives
inside rather than merely enduring them [16]. It is the literacy the [16] PDF RAPPORT OCTOBRE
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UNESCO framework actually specifies when it demands that learners
understand the functions and interests of the institutions that shape
their information environment, not just the techniques for spotting
bad content [10]. It is the literacy of the accountability toolkit and [10] UNESCO Think Critically Click

Wiselythe auditable method, extended from specialists to the general public
rather than hoarded by them.

What distinguishes this literacy from the defensive stack is a single
orientation: it faces the system, not the symptom. The New Yorker’s
framing of AI as a major election issue is correct as far as it goes,
but the deeper issue is not any particular synthetic artifact — it is
whether the electorate possesses the structural competency to un-
derstand the machinery now embedded in its collective decisions [1]. [1] A.I. Is Now a Major Election Issue
Detection will not supply that competency. Opt-out forms will not
supply it. Members-only working groups will not distribute it. It can
only be built by treating the public as capable of understanding the
system and entitled to contest it — which is to say, by refusing every
framework that reduces literacy to individual caution.

The click, the flinch, the checklist, the reported message: keep

https://www.renaissancenumerique.org/wp-content/uploads/2025/10/rapport-litteratie-ia_rnnum2025.pdf
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them. They are not nothing. But do not let anyone tell you they are
literacy, because a public that can only defend itself has already con-
ceded the more important thing — the right to understand, and there-
fore to govern, the world it is being asked to survive. That concession
is the quiet catastrophe of the week’s evidence. The forms are getting
easier to fill out. The system is getting harder to see. And we are be-
ing trained, with great care and in the language of empowerment, to
mistake the first for the second.
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