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Ezecutive Summary

Our analysis of 4,775 sources this week surfaces a strategic dilemma
your peers are already resolving badly: institutions are investing in
AT surveillance and detection faster than they can defend the results,
and the failures are now landing as litigation, mass remediation, and
reputational damage. The clearest datapoint is procedural — UNAM
ordered 58,000 exam retakes after Al proctoring collapsed during its

first remote exam [20]. [20] UNAM orders 58,000 retakes after
AT proctoring failed to hold its first
The strategic challenge. The tension is not ”should we al- remote exam

low AIL” It is that the enforcement apparatus your compliance and

academic-integrity offices are buying carries a documented false-

positive cost your governance structures have not priced. California

students are pushing back against detection-based accusations [7], the [7] Falsely accused of using AI, Cali-

surveillance-and-confusion pattern is now a named phenomenon [13], fornia college students push back

[13] Inside college AI cheating wars

and there is a live lawsuit tracker measuring who wins [2]. Each false
& [ ] (2] AI Cheating Lawsuits Tracker

accusation is a due-process exposure under your own conduct code.
Meanwhile UChicago Law chose the opposite lever — banning laptops
from 1L classrooms rather than policing output [19]. These are two [19] UChicago Law Bans Laptops

different institutional bets, and neither is proven. from 1L Classrooms

The deeper asymmetry is temporal: vendors ship model updates
quarterly while your assessment cycle and shared-governance review
run over full academic years, guaranteeing your detection policy is
always calibrated to a model that no longer exists [8]. [8] Future Shock

What this briefing provides. Policy framework options with
implementation evidence, the documented failure patterns to avoid
before your next accreditation review, and the resource and legal-
exposure implications your integrity, IRB, and general-counsel offices
need before signing a detection contract.
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Critical Tension

Al Governance: When the Efficiency Case Collides With the
Cognition Case

Higher-education leadership is being asked to govern a technology
whose vendor documentation reads like settled infrastructure — [1],
[9], [15] — while the pedagogical ground underneath it is anything but
settled. This briefing draws on 4,775 sources.

The Strategic Dilemma

The core institutional contradiction is not a technical problem. It

is the choice between optimizing for efficiency and scalability
versus preserving and fostering deep cognitive processes —
and it is genuinely hard because both sides are legitimate institutional
obligations, not a good option and a bad one.

The efficiency case is real: procurement pressure, staffing con-
straints, and the vendor promise of productivity gains all push toward
deployment. The cognition case is equally real and now carries evi-
dence. Teachers report a measurable erosion, warning that ”"students
can’t reason” as Al use spreads [22], and the scholarship on [11] frames
the stakes as who holds authority over knowing. No amount of ad-
ditional data resolves this. The tension is a values conflict inside the
mission statement, not an information gap an assessment cycle can
close. That is what makes it a hard governance problem: more pilots
produce more evidence for both positions simultaneously.

Why Peer Institutions Aren’t Helping

Look at what peers are actually doing and the sector reveals no con-
sensus to copy. UChicago Law banned laptops from 1L classrooms

as part of a sweeping Al strategy [19] — a retreat toward the analog.
Other institutions leaned into surveillance, and the failure was expen-
sive and public: UNAM ordered 58,000 retakes after Al proctoring
collapsed on its first remote exam [20].

The enforcement path carries its own liability. Detection-first poli-
cies are generating false accusations — California students are pushing
back after being wrongly flagged [7], the confusion is documented
across campuses [13], and there is now a running [2]. Copying a peer’s
policy imports their litigation exposure and their false-positive rate

[1] Agents, Copilot, and AI capabili-
ties in Dynamics 365 apps

[9] Gemini Code Assist overview |
Google for Developers

[15] Microsoft 365 Copilot adoption
guide and overview for IT admins

[22] ‘Students can’t reason’: Teachers
warn Al is fueling a ... - Fortune

[11] Human Agency and Epistemic
Authority Under Generative ...

[19] UChicago Law Bans Laptops
from 1L Classrooms As Part of
Sweeping New Al ...

[20] UNAM orders 58,000 retakes after
AT proctoring failed to hold its first
remote exam

[7] Falsely accused of using AI, Cali-
fornia college students push back as
[13] Inside college AI cheating wars:
extreme surveillance, false ...

[2] AI Cheating Lawsuits Tracker —
Every Case, Who Won (2026)
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along with it. A Brown professor suspecting most of a class of cheat-
ing [4] is not a template — it is a warning about what unenforceable [4] Brown Professor Suspects Most of

norms do to trust. His Class Used Al to Cheat

What Complicates Navigation

Notice whose voice is shaping the decision space. The most fluent,
best-resourced framing in the room is the vendor’s — the adoption
guides and code-assist overviews that present the "tool” as neutral
productivity. But in the actual argumentative record, the vendor per-
spective appears in just 0.29% of sources, the critic voice in 0.29%,
the parent voice in 0.29%, and — the one that should stop a cabinet
meeting — the student voice in only 3.76%. The people whose cogni-
tion and due-process rights are being governed are nearly absent from
the governance conversation.

That absence is where the ”"tool” metaphor does its damage. Call-
ing Al a tool frames governance as a usage-policy question — permit-
ted here, prohibited there — and obscures the two things the evidence
keeps surfacing: it is a system that reproduces bias, as the largest
study of hiring algorithms to date found ”clear racial” disparities [14], [14] Largest study of AT hiring al-
and it is an actor whose failures land on real people. A policy built gorithms to date finds "clear racial
on the tool frame will regulate keystrokes and miss the epistemic and

equity questions entirely.

There is also a tempo problem leadership cannot govern its way
around: models update quarterly while curricula and accreditation
move on multi-year cycles. [8] named this asymmetry — the institu- [8] Future Shock
tion is legislating against a target that has already moved. The honest
posture is not a settled policy but a governance process that keeps
students and critics in the room, treats vendor documentation as an
interested party rather than ground truth, and refuses to let procure-
ment timelines pre-decide the cognition question.

Actionable Recommendations

What Leadership Should Actually Fund This Year

The evidence base this week is unusually blunt about where institu-
tional money goes to die. Detection tools that don’t detect. Proctor-
ing contracts that collapse at scale. Cheating-accusation processes
that produce lawsuits instead of learning. Across 4,775 sources, the
pattern for leadership is not ”Al is coming”—it’s that the first, most
obvious institutional responses are the ones already failing in public.
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Below are five recommendations, each starting from the move that
doesn’t work.

1. Stop buying your way out of academic integrity with
surveillance

The common institutional approach—procure an Al-detection or
remote-proctoring layer and treat integrity as solved—fails at the ex-
act moment you need it. UNAM ordered 58,000 exam retakes after
its proctoring system could not hold its first remote exam [20]. The
hidden complexity: detection failure is not neutral—it manufactures
false accusations. California students are pushing back after being
wrongly flagged [7], the confusion is systemic [13], and there is now a
litigation tracker devoted to the outcomes [2].

Recommended alternative: shift the budget line from detection to
assessment redesign and adjudication due process.

Implementation framework:

o Phase 1 (Month 1-2): Audit every current integrity-tech contract
for false-positive rates and appeal outcomes. Freeze auto-referral to
conduct offices based on detector scores.

o Phase 2 (Month 3-4): Fund a due-process standard—no accusation
may rest on a detection score alone; require corroborating evidence
and a documented student appeal path.

o Phase 3 (Semester end): Report referral volume, overturn rate, and
time-to-resolution to shared governance.

Required resources: reallocate one proctoring license tier into 1—
2 FTE in the teaching center and conduct office. Success metrics:
false-positive appeal overturn rate trending down; litigation exposure
documented and declining. Risk mitigation: watch for faculty who
quietly re-adopt detection off-contract.

This addresses the core tension because surveillance treats a ped-
agogical problem as an enforcement problem—and the enforcement
layer is the part demonstrably breaking.

2. Fund assessment redesign as the actual integrity
strategy

[20] UNAM orders 58,000 retakes after
AT proctoring failed to hold its first
remote exam

[7] Falsely accused of using AI, Cali-
fornia college students push back as
[13] Inside college AI cheating wars:
extreme surveillance, false ...

(2] AI Cheating Lawsuits Tracker —
Every Case, Who Won (2026)
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The obvious move—tell faculty to "be vigilant”—fails because it
pushes cognition off the platform without changing what the platform

rewards. A Brown professor suspecting most of a class used Al [4] and

UChicago Law banning laptops from 1L classrooms [19] are both sig-
nals that faculty are improvising structural fixes without institutional

backing. Meanwhile teachers report students arriving unable to reason

through problems [22].

Recommended alternative: resource a formal assessment-redesign
cycle tied to your accreditation self-study, not a memo.

Implementation framework:

o Phase 1 (Month 1-2): Identify high-enrollment gateway courses
where take-home written assessment is the sole measure. These are
the exposure points.

o Phase 2 (Month 3-4): Fund course-release stipends for redesign
toward oral defense, in-class synthesis, and staged drafts that make

reasoning visible.

o Phase 3 (Semester end): Feed redesign outcomes into the assess-
ment cycle as documented evidence of learning-outcome integrity.

Required resources: 3-6 course releases per college per year plus
teaching-center support. Success metrics: proportion of gateway
courses with process-visible assessment; faculty-reported confidence
in what grades measure. Risk mitigation: redesign that simply adds
proctoring back in—guard against it.

This connects to the epistemic-authority question raised in the
literature on who holds knowledge under generative systems [11]: if
you cannot say what a credential certifies, you have a governance
problem, not a tooling problem.

3. Govern vendor procurement before the EULA gov-
erns you

The reflexive approach—sign the enterprise Copilot or Gemini
agreement because peers did—outsources data-handling and peda-
gogical defaults to the vendor’s terms. The vendor documentation is
explicit that security, governance, and data controls are configurable
surfaces you are responsible for setting: Microsoft’s Copilot control
system [17], Copilot Studio governance [18], and OpenAI’s ChatGPT
Atlas data controls [5]. The default configuration serves the vendor’s
telemetry needs, not your FERPA posture.

[4] Brown Professor Suspects Most of
His Class Used Al to Cheat

[19] UChicago Law Bans Laptops
from 1L Classrooms As Part of
Sweeping New Al ...

[22] Students cant reason: Teachers
warn Al is fueling a ... - Fortune

[11] Human Agency and Epistemic
Authority Under Generative ...

[17] systéme de controle Copilot
sécurité et gouvernance

[18] Sécurité et gouvernance - Mi-
crosoft Copilot Studio

[5] ChatGPT Atlas - Data Controls
and Privacy - OpenAl Help Center
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Recommended alternative: treat Al procurement as a data-governance
decision reviewed by IRB-adjacent and general counsel before signa-
ture, not after.

Implementation framework:

o Phase 1 (Month 1-2): Inventory every Al tool already touching
student records—including shadow adoptions in departments.

o Phase 2 (Month 3-4): Establish a configuration baseline (data
retention off by default, no training on institutional data, admin-
controlled logging) that any contract must meet.

o Phase 3 (Semester end): Publish the standard so faculty procure-
ment doesn’t route around IT.

Required resources: general counsel + CISO time; no new license
spend. Success metrics: percentage of Al contracts meeting the base-
line; number of shadow tools brought under governance. Risk mitiga-
tion: watch for "free” tools that shift cost into data.

The structural move here is familiar—concentrated ownership shap-
ing the decision space downstream users think is theirs, the dynamic
[8] names. Read the EULA as editorial policy, because that is what it
is.

4. Screen Al decision systems for disparate impact be-
fore they touch admissions or hiring

The confident approach—adopt an algorithmic screening tool for
admissions, hiring, or advising because it promises efficiency—imports
documented bias directly into legally protected processes. The largest
study to date of AT hiring algorithms found clear racial disparities [14],
and reporting on Latin American systems documents compounding
gender, racial, and xenophobic bias [10].

Recommended alternative: no Al system touches admissions, fi-
nancial aid, hiring, or Title IX-adjacent processes without a pre-
deployment disparate-impact audit.

Implementation framework:

o Phase 1 (Month 1-2): Map where automated scoring already influ-
ences enrollment or personnel outcomes.

o Phase 2 (Month 3-4): Require vendor disclosure of training data
and subgroup performance; where absent, do not deploy.

[8] Manufacturing Consent

[14] Largest study of AI hiring al-
gorithms to date finds ¢lear racial
[10] Género, racismo y xenofobia: asi
son los sesgos de la Inteligencia ...
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o Phase 3 (Semester end): Institute annual re-audit tied to your
compliance calendar.

Required resources: institutional-research analyst time; external
audit for high-stakes systems. Success metrics: subgroup selection-rate
parity within documented thresholds; audit coverage of all conse-
quential systems. Risk mitigation: vendors who claim proprietary
opacity—treat that as a disqualifier, not a footnote.

The broader labor stakes—AlI displacing rather than augmenting

human judgment—are worth reading alongside [21]. [21] Work without workers? Artificial
intelligence, employment ...

5. Build a duty-of-care protocol for Al safety incidents
involving students

The unspoken assumption—that Al safety is the vendor’s liabil-
ity, not the institution’s—collapses the moment a student in crisis
interacts with a system on your network. The reporting on a mass
shooter’s extended ChatGPT history [12] makes the counseling and [12] Inside a Mass Shooters Harrowing

threat-assessment implications concrete for any campus. History With ChatGPT

Recommended alternative: integrate Al-mediated interactions into
existing behavioral-intervention and duty-of-care frameworks rather
than treating them as outside your care obligation.

Implementation framework:

e Phase 1 (Month 1-2): Convene counseling, campus safety, and IT
to map where Al tools intersect student wellbeing.

o Phase 2 (Month 3-4): Define referral pathways and what the insti-
tution can and cannot see or act on.

o Phase 3 (Semester end): Train threat-assessment teams on Al-
mediated warning signs.

Required resources: existing behavioral-intervention team time;
counseling-center consultation. Success metrics: protocol adoption;
documented staff training. Risk mitigation: over-collection of student
data justified as safety—hold the line between care and surveillance.

None of these five recommendations is "develop an Al strategy.”
They are the specific, fundable places where the obvious institutional
reflex is already failing in the record—and where leadership attention
converts directly into reduced legal, pedagogical, and reputational
exposure.
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Supporting Evidence

Evidence Landscape

The 4,775 sources analyzed this week split, unhelpfully for anyone
building strategy, into two archives that barely touch each other. The
larger archive is vendor documentation — Microsoft’s [1], the [15],
Google’s [9], Amazon’s [6]. This is capability documentation: what
the tool does, how to deploy it, how to govern it via [17] controls. Tt
is thorough, current, and structurally incapable of telling you whether
the tool serves your pedagogical mission.

The smaller archive is what happens when these tools meet an
actual campus — and it is almost entirely adversarial. The [2], the [4],
[7]. The evidence tells you how to deploy and how deployment fails. It
does not tell you the space between.

Stakeholder Perspective Gaps

The formal gap count this week is zero, which is not reassurance — it
is a measurement limitation you should read skeptically. The gap is
visible structurally: the vendor archive speaks in the voice of IT ad-
ministration and procurement; the failure archive speaks in the voice
of faculty and accused students. Institutional leadership’s actual de-
cision — whether adopting these tools is consistent with the teaching
mission you are accountable to accreditors for — is voiced by neither.
When [19], that was a pedagogical judgment made against the grain
of both archives. Policy built only on procurement documentation and
litigation defense inherits neither’s legitimacy with the faculty who
must execute it.

Documented Failure Patterns

The failures this week are not technical glitches — they are gover-
nance failures wearing technical clothing. [20]. That is 58,000 stu-
dents’ assessment cycle voided by a single procurement decision — the
definition of institutional risk concentrated in a vendor dependency.

The second pattern is discriminatory harm baked into the tools
themselves. The [14], and documentation of [10] tells you the bias is
not an edge case. If your admissions or advising workflows lean on
the same class of system, the disparity is your Title IX and equity
exposure, not the vendor’s. The third pattern is the gravest: [12]
documents what a consumer product does with a distressed user — a

[1] Agents, Copilot, and AI capabili-
ties in Dynamics 365 apps

[15] Microsoft 365 Copilot adoption
guide and overview for IT admins

[9] Gemini Code Assist overview
[6] CodeWhisperer Documentation
[17] Copilot security and governance

[2] AI Cheating Lawsuits Tracker

[4] Brown Professor who Suspects
Most of His Class Used Al to Cheat
[7] California college students falsely
accused

[19] UChicago Law banned laptops
from 1L classrooms

[20] UNAM ordered 58,000 exam
retakes after Al proctoring failed to
hold its first remote exam

[14] largest study of AT hiring al-
gorithms to date found clear racial
disparities

[10] Género, racismo y xenofobia: asi
son los sesgos de la Inteligencia ...

[12] a mass shooter’s harrowing
history with ChatGPT
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duty-of-care question your counsel should be asking before, not after,
campuswide deployment.

Power and Framing Analysis

Watch the "tool” metaphor do its work. Vendor documentation frames
Copilot and Gemini as productivity instruments — [3] — and a tool

is neutral, so responsibility for outcomes lands on the wielder. When
the tool succeeds, the vendor claims the innovation; when it fails,

the campus owns the 58,000 retakes and the false accusations. That
asymmetry is the framing’s whole point. The vendor controls the
deployment narrative through the only comprehensive documentation
that exists; you are left improvising the harm narrative from litigation
trackers.

Research Gaps Affecting Strategy

What leadership needs and the evidence cannot supply: any longitudi-
nal measure of learning outcomes under sustained Al use. The closest
signal — teachers warning that [22], and scholarship on [11] — is di-
rectional, not causal. You are deciding on a two-semester curriculum
cycle against tools that revise quarterly, a temporal asymmetry that
structurally prevents the evidence from ever catching up to the deci-
sion. [8] named this acceleration problem; the gap between adoption
pressure and outcome data is not going to close on your governance
timeline.

Secondary Tensions

Beyond the primary detect-versus-teach tension, two values collide
that cannot be traded cleanly. First, access versus integrity: [16] is a
genuine accommodation gain, and the same capability is what surveil-
lance regimes treat as a threat — you cannot maximize both accom-
modation and proctoring control. Second, labor: the Jesuit analysis of
[21] frames AT adoption as a workforce question your HR and faculty-
governance bodies will read very differently than your CFO. These

are not risks to mitigate; they are competing goods your governance
process has to adjudicate in the open.

[3] Boost your productivity with
Microsoft Copilot

[22] ’Students can’t reason’: Teachers
warn Al is fueling a ... - Fortune

[11] human agency and epistemic
authority under generative Al

(8] Future Shock

[16] Personnaliser ’apprentissage pour
les étudiants handicapés a 'aide de ...

[21] Work without workers? Artificial
intelligence, employment ...
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