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The call comes at 2 a.m. It is your daughter’s voice—unmistakably
hers, the exact catch in her throat when she is frightened—telling you
she has been in an accident, that there is a lawyer, that she needs
money wired now and please don’t tell Dad. Except your daughter
is asleep in her own bed three time zones away, and the voice on the
line was assembled from ninety seconds of audio scraped off a birthday
video she posted two years ago. This is not science fiction. It is the
leading edge of a fraud economy built on synthetic voice, and its most
striking feature is not the technical wizardry. It is the way the harm
has been sorted—falling hardest on people who did nothing wrong,
understand the least about how it was done, and appear nowhere in
the rooms where the technology’s future is being decided.

The United Nations has warned that artificial intelligence is now
advancing faster than our collective capacity to govern it, a gap that
widens every quarter [8]. That warning is usually read as a technical [8] L’TA progresse plus vite que notre
or regulatory problem—a matter of law catching up to capability. I capacité a la maitriser, alerte 'ONU
want to read it differently, as a problem of power. When a technol-
ogy outpaces governance, the question is never simply how fast; it is
for whom the lag is survivable and for whom it is catastrophic. The
stolen voice is a good place to watch that sorting happen, because
it strips away the abstractions. A cloned voice is not an algorithmic
bias buried in a hiring pipeline. It is your mother, on the phone, be-
ing robbed of her savings and her trust in the sound of the people she

loves.

What follows is an attempt to map the power relations inside this
particular corner of Al discourse: who speaks about it, who is spoken
about, whose harm gets documented, and whose accountability quietly
disappears. The synthetic-voice scam is my case, but the pattern it
reveals runs through the entire conversation about what Al is doing to
us.
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The Commons Nobody Priced

Trust is infrastructure. Like a road or a water system, it is mostly in-
visible until it fails, and it is expensive to rebuild once broken. Every
phone call you take without demanding proof of identity, every video
chat you accept as evidence that a person is who they claim to be,
every voice you recognize and act on—these are drawn from a shared
reservoir of assumed authenticity that makes ordinary social life pos-
sible. Synthetic media does not merely deceive individuals; it drains
that reservoir for everyone. Once you know a voice can be faked, you
cannot un-know it, and the small frictionless acts of recognition that
lubricate daily life acquire a new tax of suspicion.

The economics of who pays that tax are not neutral. In The Age
of Surveillance Capitalism, Shoshana Zuboff argued that a handful of
firms have arrogated to themselves the power to extract value from
the raw material of human experience, deciding unilaterally what may
be rendered into data and monetized. Voice is now such raw material.
The same recordings that make a grandmother’s video call precious
to her family become, in another set of hands, the training data for
the fraud that empties her account. Kate Crawford makes the struc-
tural point sharper in The Atlas of Al, describing how automated
systems built ostensibly to serve the public are turned into instru-
ments of suspicion—welfare decision systems, she notes, are "used to
track anomalous data patterns in order to cut people off from unem-
ployment benefits and accuse them of fraud” [15]. The machinery of
fraud detection and the machinery of fraud share a lineage: both treat
human beings as pattern, both concentrate the power of interpretation
in institutions the individual cannot see or contest.

And some people were always going to be more exposed than oth-
ers. The MIT Press primer AI Ethics states the obvious thing that
discourse often skips: ”Some users of Al are also more vulnerable than
others” [15]. The vulnerability is not evenly distributed by accident.
Seniors on fixed incomes have the most to lose from a single wired
payment and the least time to recover it. Immigrants who do not
know which institutions in a new country legitimately call demand-
ing money cannot easily distinguish a real summons from a fabricated
one. People with limited digital literacy have no mental model for how
a voice could be synthesized, so the very implausibility of the crime
becomes its cover. The burden of Al fraud, in other words, tracks
pre-existing lines of disadvantage and deepens them. This is what it
means to call voice cloning a matter of social aspects rather than a
technical curiosity: the technology does not create a new hierarchy of
vulnerability so much as it finds the old one and presses on it.
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Who Speaks and Who Is Spoken About

Here is the asymmetry that should unsettle anyone reading the week’s
AT coverage: the people harmed by synthetic-voice fraud almost never
appear as authorities on it, while the people building the underlying
capabilities are treated as the natural narrators of its meaning. Con-
sider the way the discourse allocates its microphones.

When the Wall Street Journal profiles the chief executive of Axon—
the Taser company—declaring that Al is “the future of policing,” his
vision of an automated, surveilled public order is transmitted as a se-
rious forecast worthy of a marquee interview [14]. When Anthropic
publishes musings on ”vibe physics”—the notion that its models might
function as intuitive research collaborators—the framing invites us
to marvel at capability, to imagine the AI as a kind of gifted grad-
uate student [16]. When The Guardian embeds with the in-house
philosopher at Google DeepMind, the resulting long-form piece dwells
on "this deep mystery of what, actually, is this thing,” rendering the
technology as an object of wonder and its makers as the priesthood
best positioned to interpret the sacrament [17]. None of these pieces is
dishonest. But notice the aggregate effect: the discourse is organized
around the interiority of the builders—their intentions, their won-
der, their forecasts—and around the technical sublime of the systems
themselves.

The grandmother who lost her savings does not get a profile. Her
experience enters the record, if at all, as an anecdote in a consumer-
protection bulletin, a cautionary vignette rather than a source of
authority about what the technology means. This is the first and
most fundamental power asymmetry in Al discourse: the capacity to
define the technology’s significance is held by those who profit from it
and studied by those who admire it, while those who absorb its costs
are positioned as objects of concern, never as knowers. Crawford’s
Atlas names the endpoint of this arrangement—that the concentration
of interpretive power lets a small set of firms decide, "by extension, to
decide what ethical AT means for the rest of the world” [15]. The right
to say what counts as an acceptable harm belongs to the same people
who manufacture the tools that cause it.

The structural silence here is not a gap in coverage. It is a feature
of how the coverage is produced. Reporters have access to CEOs and
lab philosophers because those figures have communications staff and
a stake in shaping the narrative. The isolated elderly victim has no
press office. The result is a discourse that can discuss synthetic voice
fluently as an engineering achievement or an investment thesis and

only haltingly as a lived catastrophe. When Ohio’s legal establish-
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ment convenes to deliver Al ethics guidance to lawyers, the concern is
professional risk—how attorneys should handle the technology with-
out breaching their duties [11]. That is a legitimate concern. But it is
telling that the profession most equipped to speak organizes its ethics
conversation around its own exposure, while the people with no profes-
sional standing and the greatest exposure remain outside the frame.

The Tyranny of Documented Failure

Something curious happens when you tally what the Al-and-society
conversation actually spends its energy on. An enormous share of it—
the plurality of everything published under the banner of Al ethics—
consists of documenting failure. Bias found. Discrimination measured.
Harm catalogued. The single largest genre in this discourse is the
exposé of things gone wrong. And on its face this looks like account-
ability. Look closer and it starts to resemble a substitute for it.

The documentation is real and it is damning. The largest study
of AT hiring algorithms conducted to date, out of Stanford, found
“clear racial” disparities in how automated tools evaluate candidates
[10], a finding echoed in the university’s own account of the research
[1]. Independent analysts have described in granular detail how these
hiring machines reproduce and launder discrimination, converting
historical prejudice into ostensibly neutral scores [13]. We know, in
extraordinary detail, that these systems fail and whom they fail. The
knowledge is not the problem.

The problem is the gap between the mountain of harm documen-
tation and the molehill of solution-building and enforcement. Ruha
Benjamin, in Race After Technology, warns that technical systems can
encode a "New Jim Code”—discrimination dressed in the language of
objectivity—and that endlessly cataloguing this dynamic can become
its own kind of paralysis if it never converts into structural change
[15]. Documentation without consequence produces a peculiar equilib-
rium: the harmed are studied, the studies are published, the publica-
tions are cited, and nothing about the underlying power arrangement
shifts. The people who run the failing systems get to treat each new
bias study as a data point to be "addressed in the next version” rather
than an indictment demanding they stop.

Crawford identifies the mechanism that makes this equilibrium
stable: "Tech companies rarely suffer serious financial penalties when
their Al systems violate the law and even fewer consequences when
their ethical principles are violated” [15]. When violating the law is
cheaper than complying with it, and violating your own stated ethics
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costs nothing at all, the rational move is to keep shipping and let the
documentation pile up. The dominance of failure-documentation in
the discourse, then, is not a sign that accountability is working. It is a
sign that documentation has become the terminal product—the place
where public concern is absorbed and neutralized rather than the
place where it is converted into leverage. We have built an elaborate
apparatus for knowing about harm and almost none for stopping it.

Return to the stolen voice with this in mind. There is no shortage
of reporting that synthetic-voice fraud exists and is growing. There
are consumer alerts, explainer articles, and the occasional harrowing
human-interest story. What there is very little of is anything that
imposes a cost on the actors best positioned to reduce the harm—
the platforms that host the scraped training data, the voice-synthesis
vendors who ship products with no meaningful provenance safeguards,
the telecom carriers whose networks route the calls. The victim is
documented. The producer is not held. That is the shape of the whole
field in miniature.

The Redistribution of Blame

If the harm is being redistributed downward, so is the blame. This

is the quiet cruelty of the synthetic-voice era: the person who gets
defrauded is very often the person who ends up feeling ashamed. She
should have known better, the reasoning goes; she should have asked
a verification question, called back on a known number, recognized
that voices can be faked. The framing treats the fraud as a failure of
individual vigilance rather than as a predictable output of a system
designed, deployed, and monetized by identifiable parties. Blame flows
to the least powerful actor in the chain, and accountability evaporates
before it reaches anyone who could have prevented the harm at scale.

This inversion is not unique to voice fraud; it is the default gram-
mar of Al harm. When a hiring algorithm rejects qualified candidates
along racial lines, the discourse can spend years debating whether the
applicants should have “optimized their résumés for the machine”—a
demand that the harmed party absorb the cost of the system’s defect.
The AI FEthics primer notes how much of the value in these systems
is extracted from hidden and unwaged human contribution: "users of
social media do free ’digital labor’... by producing data for companies,”

a form of exploitation that Al intensifies [15]. The voice in the fraud- [15] AI Ethics - The MIT Press
ulent call was, in a sense, harvested from exactly this uncompensated Essential Knowledge series
stream—the videos, voicemails, and posts people produce as ordinary

social participants. They generated the raw material, they bear the



loss, and they are told the failure was theirs.

Meanwhile the regulatory apparatus that might redistribute ac-
countability upward lags almost everywhere. Few jurisdictions have
laws that specifically criminalize Al-generated impersonation as such;
enforcement, where it exists, is improvised from older statutes on
fraud and identity theft that were never designed for synthetic me-
dia. The rare exceptions prove how narrow the coverage is. Spain’s
data-protection authority, the AEPD, has sanctioned the unlawful

processing of biometric data by AI systems [9], and a university that [9] La AEPD sanciona el tratamiento
de datos biométricos con IA en la ...

. . . . . [4] Esta universidad usé re-
are meaningful actions, but they turn on biometric-data law and pri- conocimiento facial y acabé multada

deployed facial recognition for online exams was fined for it [4]. These

vacy regulation—instruments that happen to catch some AI abuses
in their net rather than frameworks built to govern synthetic imper-
sonation directly. The enforcement is opportunistic, dependent on
whether a given harm can be squeezed into a pre-existing legal cate-
gory. A cloned voice used to defraud a pensioner may fit no category
at all until the money is already gone.

The consequence is a jurisdictional patchwork in which the powerful
can arbitrage. A voice-synthesis service can operate from a lenient ju-
risdiction, harvest training data governed by another country’s lax pri-
vacy regime, and target victims in a third whose consumer-protection
laws never anticipated the technology. Each link in the chain can
plausibly claim it was merely providing a general-purpose tool. Blame,
once again, cannot find a place to land—except on the victim, who is
local, identifiable, and available to be lectured about vigilance.

Whose Story, Told in Whose Voice

The redistribution of vulnerability has a geography as well as a de-
mography, and it points to a deeper sense in which voices are being
stolen. The same firms that concentrate the power to define ATl’s
meaning are overwhelmingly located in a handful of wealthy countries,
and their systems export a particular set of assumptions to the rest

of the world. Analysts writing from and about the global South have
begun to name this as digital colonialism—a systemic dependency

in which the infrastructure, the models, the training data, and the
standards all flow from the center to the periphery, and the periphery

supplies raw material and absorbs risk [3]. [3] El colonialismo digital en la era de
la TA: siete dimensiones ... - Medium
The cultural stakes are pointed. Writers on the African creative

economy have asked whether the continent must, yet again, let others
tell its story—whether generative systems trained overwhelmingly
on non-African data and controlled by non-African firms will narrate
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African lives in a borrowed voice [6]. The metaphor of the stolen voice,
which I introduced through the intimate scene of a fraudulent phone
call, turns out to scale all the way up to the civilizational. At the
individual level, a synthetic voice robs a person of the authenticity

of the people she loves. At the collective level, a synthetic culture-
machine risks robbing whole societies of the authority to represent
themselves. In both cases the extraction runs the same direction,

from those with less power to those with more, and in both cases the
victims are told the resulting product is a service.

Benjamin’s insistence in Race After Technology that representa-
tional systems have "real world effects on how we see ourselves and
each other” applies with force here [15]. When the tools that generate
voices, faces, and stories are built by a narrow slice of humanity, the
defaults they encode—about whose voice sounds trustworthy, whose
face reads as legitimate, whose story is worth telling—become the
ambient reality everyone else must navigate. The World Bank can
promote Al-enabled educational technology as a path to opportunity
for African learners [7], even as observers on the ground ask whether
such systems will serve the public good or simply open new markets
for foreign vendors [2]. The promise and the dependency arrive in the
same shipment. This is why the fraud problem cannot be quarantined
as a matter of individual bad actors: the same asymmetry that lets
a scammer clone a grandmother’s voice is the asymmetry that lets a
corporation clone a continent’s stories, and both rest on the fact that
the power to synthesize and the power to be protected from synthesis
are held by different people.

New Heuristics for a Depleted Reservoir

If trust is a commons and Al fraud is draining it, the response cannot
only be technical, and it certainly cannot be left to the same institu-
tions that profit from the depletion. Society is going to have to build
new norms and heuristics for verification the way earlier generations
built norms around locking doors and checking IDs—except that the
burden must not be allowed to fall, once more, entirely on the individ-
ual. There is early evidence of what a fairer distribution might look
like, and it is emerging, tellingly, from the bottom up.

The most promising responses are collective rather than personal.
Community-based resilience networks—call them a neighborhood
watch for scams—have begun to form, in which people share the spe-
cific fraud scripts circulating in their area, teach one another verifi-
cation practices, and create the social permission to pause and check
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before acting on an urgent call. The logic is sound: because synthetic-
voice fraud weaponizes isolation, the antidote is connection. A grand-
mother embedded in a network that has already heard about the
”grandchild in trouble” scam is far harder to victimize than one facing
it alone at 2 a.m. This is a redistribution of protective capacity, and
it works precisely because it does not depend on each person indepen-
dently mastering the technology. It substitutes shared knowledge for
individual vigilance.

What these grassroots efforts cannot do is substitute for structural
accountability, and this is where the analysis of power has to end in a
demand rather than a reassurance. The impulse to route around the
problem—to teach people better heuristics, to build detection tools,
to hope that AT literacy will inoculate the vulnerable—risks repro-
ducing the very inversion I have been tracing, in which the harmed
party is handed the responsibility and the producers are left undis-
turbed. UNESCO’s media-literacy work rightly insists that people
understand "the difference between narrow’ Al and 'general’ AI” and
the mechanics of pattern recognition that make synthesis possible
[15], and that understanding matters. But literacy is a floor, not a
ceiling. No amount of critical thinking on the part of a pensioner will
out-compute an industrial fraud operation, any more than a job ap-
plicant’s résumé savvy will fix a biased hiring algorithm that Stanford
has shown to discriminate by race [1].

The harder work is to move accountability upstream to where the
power actually sits: to the platforms whose data-harvesting supplies
the training material, to the vendors who ship voice-synthesis tools
without provenance safeguards, to the carriers who route the calls,
and to the legislators who have left the statute books empty of any
law naming AI impersonation as the specific wrong it is. It is worth
remembering how new America’s own institutions have shown they
can act when they choose to—public schools have deployed sweeping
AT monitoring of students’ devices, complete with the infrastructure to
surveil at scale [5], and private surveillance firms have quietly reshaped
the institutions they serve [12]. The capacity to build AI infrastruc-
ture at population scale plainly exists. What is missing is the will to
point that capacity at protecting the vulnerable rather than monitor-
ing them.

The stolen voice, in the end, is a story about who gets to be be-
lieved and who gets left holding the loss. The daughter’s cloned voice
on the phone is frightening because it exploits the deepest thing we
have—our recognition of one another—and turns it into an attack
surface. But the fraud is only the sharpest edge of a broader redistri-
bution, in which the people best positioned to speak about Al shape
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its meaning to their advantage, the people who absorb its harms are
documented but not empowered, and the accountability that should
flow toward the powerful is diverted, again and again, toward the
powerless. The United Nations was right that the technology is out-
running our ability to master it [8]. But mastery was never only a
technical race. It is a question of whose interests the eventual settle-
ment will serve—and that question is still open, still contested, and
still, for now, being answered by the wrong voices.
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