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The Syllabus of Mistrust: Why Higher
Education Must Teach AI Fraud Detec-
tion

Weekly Analysis — https://ainews.social

Consider the strange asymmetry at the heart of how higher edu-
cation has met the arrival of generative AI. A university will convene
a task force, draft a policy, buy a detection subscription, and expel a
doctoral student on the strength of a probability score — all to answer
one question: is my student cheating with a machine? What almost no
institution has organized itself to answer is the question its graduates
will actually face for the rest of their working lives: is the voice on
the phone, the face on the video call, the email from the dean’s office
real, or is it a machine wearing a human’s borrowed skin? The first
question is about protecting the university’s assessment regime. The
second is about survival in an information environment that has qui-
etly become adversarial. Universities have poured their institutional
anxiety into the first and left the second almost entirely untaught.

This essay argues that the imbalance is not a scheduling accident
but a category error, and a dangerous one. The single largest study of
undergraduate AI use to date found not only that students are using
these tools constantly but that access and fluency divide sharply along
lines of wealth and preparation, so that the students least equipped to
spot a synthetic con are precisely the ones who most need the instruc-
tion [30]. Meanwhile the discourse about AI in higher education has [30] The largest study of AI use by

undergrads is in, revealing disparities
...

been captured almost wholly by two other conversations — governance
and integrity — that talk endlessly about the machine as a threat
to the institution and almost never about the machine as a threat to
the person the institution claims to be preparing. The reconception I
want to propose is blunt: the university’s job is not merely to transmit
knowledge but to train survivors in a high-deception world, and fraud
literacy — the concrete, teachable skill of recognizing a cloned voice
or a fabricated video — belongs at the center of the curriculum, not
siloed in a cybersecurity elective and not left to chance.

https://news.berkeley.edu/2026/05/21/the-largest-study-of-ai-use-by-undergrads-is-in-revealing-disparities-in-access-and-in-cheating/
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The Governance Gold Rush and Its Blind Spot

Watch where the money and the meetings go, because that is where
an institution’s real priorities live. Over the past two years the dom-
inant storyline in higher-education AI has been governance: the sud-
den discovery that AI initiatives could attract funding, but only if
wrapped in the language of oversight, risk registers, and board-level
accountability. AI is now fundable in higher ed — but only with real
governance, one Forbes headline announced, capturing the sequence
exactly: the appetite came first, the guardrails came second, and both
were framed almost entirely as matters of institutional protection
rather than student capability [9]. Governing boards, long accustomed [9] AI Is Now Fundable In Higher

Ed—But Only With Real Governance
- Forbes

to leaving technology to the provost’s office, have been urged to treat
AI as a fiduciary concern of the first order, with public-university
trustees now receiving guidance on how to interrogate their institu-
tions’ AI posture directly [28]. [28] Public University Boards and

Artificial Intelligence
None of this is wrong, exactly. Institutions do need to decide how

AI touches their data, their contracts, their liability. But notice the
shape of the conversation. The governance frameworks on offer are, al-
most without exception, imported wholesale from enterprise IT — the
same documents a bank or a logistics firm would deploy. Microsoft’s
own training catalog now offers higher education a bootcamp on build-
ing ”Copilot Chat agents” for the sector, and a companion framework
for governing and securing those agents ”across the organization,” lan-
guage that treats a university as one more organizational chart to be
secured [23]. The vendor’s governance model is comprehensive about [23] MSLE Copilot Chat Agents pour

l’enseignement supérieurthe perimeter — access, permissions, data residency — and silent
about the pedagogical interior [18]. It knows how to keep the institu- [18] Govern and secure AI agents AI

agents across the organization - Cloud
...

tion’s systems safe from misuse. It has nothing to say about whether
the institution’s graduates can tell a real voice from a manufactured
one.

This is the blind spot that governance-first thinking builds into
the walls. When the animating question is ”how do we secure the
organization,” the human being passing through the organization
becomes, at best, an endpoint to be managed and, at worst, a risk
vector to be monitored. Meredith Broussard’s warning against what
she calls technochauvinism — the reflex to believe that a technological
fix is always the superior one — lands squarely here; her insistence
that we be ”more honest and realistic about what goes into technology
and what it takes to keep technology working” is a rebuke to any
institution that mistakes a procurement decision for an educational
strategy [12]. A governance document can be flawless and still leave a [12] Artificial Unintelligence - How

Computers Misunderstandgraduating class defenseless. The two are simply not the same project,
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and the discourse has confused them so thoroughly that the confusion
now reads as common sense.

The Machinery of Suspicion, Aimed Inward

If governance is where institutions have spent their money, integrity
enforcement is where they have spent their fear — and the direction
of that fear is the tell. Faced with generative AI, universities did not
first ask how to arm students against deception. They asked how
to catch students in deception. The result has been a rapid, largely
unexamined build-out of a suspicion apparatus pointed directly at
the people paying tuition. A 2026 survey of AI-detection policies at
fifty leading U.S. universities documents just how quickly detection
software was adopted as frontline institutional infrastructure, often
with minimal understanding of what the tools actually measure [5]. [5] AI Detection Policies at 50 Lead-

ing U.S. Universities: 2026 Study
What they measure, it turns out, is closer to a coin flip dressed

as forensics. The reliability failures are not hypothetical; they are
already producing named casualties. At UC Davis, a detection tool
manufactured a cheating accusation against a student who had done
nothing wrong, dragging her through a disciplinary process on the
strength of a machine’s confident hallucination [19]. At the Univer- [19] How AI detection tool spawned a

false cheating case at UC Davissity of Minnesota, a doctoral student described his expulsion over an
AI allegation as ”a death penalty,” his years of work terminated on
evidence he could neither see nor cross-examine [1]. Legal scholarship [1] Á death penalty:́ Ph.D. student

says U of M expelled him over unfair
...

has begun to name the underlying pathology precisely: detection tools
deliver opaque evidence that cannot withstand the scrutiny due process
is supposed to guarantee, converting a probabilistic guess into a puni-
tive verdict [6]. The cases have multiplied into a genre. Trackers now [6] AI Detection Tools and Academic

Punishment: How Opaque Evidence
...

exist for the sole purpose of cataloging AI-cheating lawsuits and their
outcomes, a grim index of an enforcement regime metastasizing faster
than its own reliability [3], with parallel compilations tracking every [3] AI Cheating Lawsuits Tracker —

Every Case, Who Won (2026)documented student case and what the accumulated data reveal about
institutions betting on flawed instruments [4]. [4] AI Detection Lawsuits: Every

Student Case, Outcome, and What
the Data ...The deeper irony is pedagogical. In its rush to detect machine-

generated text, the university has trained itself to be suspicious of the
wrong artifact. It scrutinizes the essay while ignoring the world the
essayist is about to enter. And it has done so using precisely the kind
of stochastic, unaccountable system that UNESCO’s own framework
for teachers warns is ”potentially less trustworthy, especially for the
teaching of factual and conceptual knowledge” [12]. The same proba- [12] AI competency framework for

teachers - UNESCObilistic unreliability that makes an AI tutor a hazard for teaching facts
makes an AI detector a hazard for adjudicating guilt — yet institu-
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tions deployed the second while agonizing over the first. The suspicion
machinery, in other words, is both cruel and misaimed. It manufac-
tures false accusations against students for the crime of possibly using
a machine, while doing nothing to protect those same students from
the machines that will one day impersonate their bank, their employer,
or their own family. A university that can spend six figures on detec-
tion subscriptions and zero hours on deception training has revealed,
in the plainest possible ledger, what it actually values.

Why the Old Digital Literacy Curriculum Cannot Save Us

The obvious rejoinder is that universities already teach this — that
”digital literacy” and ”information literacy” have been curricular
fixtures for two decades. But the digital literacy we built was de-
signed for a different adversary, and it is now dangerously out of date.
The classic curriculum, the one embedded in library orientations and
first-year seminars everywhere, teaches source verification: check the
domain, find the author, corroborate across outlets, distinguish the
peer-reviewed journal from the content farm. This was a sound re-
sponse to a web whose central problem was untrustworthy sources.
It is almost useless against a web whose central problem is untrust-
worthy evidence itself — a world where the corroborating video is
fabricated, the second source is a synthetic voice, and the author you
verified never wrote the words attributed to them.

The scholarship of critical media literacy anticipated part of this.
The design of an online metaliteracy course, drawing on Safiya Noble’s
argument that ”algorithmic oppression is not just a glitch in the sys-
tem but, rather, is fundamental to the operating system of the web,”
pushed literacy past mere source-checking toward interrogating how
networked environments are built to deceive and sort us [12]. But [12] MetaLiteracyIACW
even metaliteracy, sophisticated as it is, was framed around bias and
design — the systematic distortions baked into platforms. It was not
built to handle the specific, weaponized modalities that generative AI
now makes cheap: the cloned voice, the deepfaked face, the synthetic
document indistinguishable from the genuine article. These are not
distortions in how information is ranked; they are counterfeit realities,
and no amount of domain-checking touches them.

Consider what students are up against even at the level of the tools
they are told to trust. When The Washington Post systematically
tested whether leading chatbots carry political bias, the answer was
not a clean yes or no but a demonstration that these systems tilt in
ways their makers neither disclose nor fully understand [10]. New evi- [10] Are ChatGPT and other AI

chatbots politically biased? We tested
them.

https://www.washingtonpost.com/technology/interactive/2026/06/24/are-ai-chatbots-like-chatgpt-politically-biased-we-tested-them/
https://www.washingtonpost.com/technology/interactive/2026/06/24/are-ai-chatbots-like-chatgpt-politically-biased-we-tested-them/
https://www.washingtonpost.com/technology/interactive/2026/06/24/are-ai-chatbots-like-chatgpt-politically-biased-we-tested-them/
https://www.washingtonpost.com/technology/interactive/2026/06/24/are-ai-chatbots-like-chatgpt-politically-biased-we-tested-them/
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dence on fairness shows AI systems producing biased outputs against
people with intellectual disabilities — a reminder that the machine’s
distortions are not evenly distributed but fall hardest on those least
able to contest them [22]. A source-verification curriculum has no vo- [22] Is AI Fair? New Evidence Sug-

gests Bias Against People ...cabulary for any of this. It teaches students to ask who wrote this in
a world that increasingly answers nobody did. What fraud literacy re-
quires instead is a curriculum organized around modalities — training
the ear to catch the tonal flatness of a cloned voice, the eye to catch
the physics errors of a generated video, the judgment to treat urgency
itself as a signal of manipulation. This is not an abstract ethics semi-
nar about the trolley problem of autonomous weapons. It is closer to a
laboratory science, with drills, artifacts, and reproducible tells.

The humanities, tellingly, have begun to grasp this before the ad-
ministration has. The Modern Language Association’s framework for
language and literary scholarship treats AI not as a plagiarism threat
to be policed but as a semiotic phenomenon to be read closely — a set
of texts and utterances whose construction can and must be analyzed
[2]. Development-studies scholars asking ”what should we teach and [2] A Framework for Language and

Literary Scholarshipwhat kinds of graduates do we need” have reached a parallel conclu-
sion: the graduate the world now requires is one trained to interrogate
synthetic evidence, not merely to produce more of it [16]. Close read- [16] Development studies in the age of

AI: what should we teach ...ing, it turns out, was always fraud literacy’s ancestor. The discipline
that taught students to detect an unreliable narrator is unusually
well positioned to teach them to detect an unreliable reality — if the
institution would only recognize the continuity and fund it.

The Offloading Problem and the Atrophied Judgment It Leaves
Behind

There is a second reason the old curriculum fails, and it cuts deeper
than modalities. Fraud detection is not merely a skill you deploy on
demand; it is a disposition — a standing readiness to doubt, to check,
to withhold assent — and that disposition depends on cognitive ca-
pacities that AI use is quietly eroding. A growing body of research
on cognitive offloading documents what happens when we habitually
hand our thinking to machines: the faculties we stop exercising begin
to atrophy [29]. Work on biological memory and human expertise in [29] Strategic Cognitive Offloading:

What the Research Says, and Why
Higher ...

the age of generative AI makes the mechanism concrete, showing that
the effortful retrieval and consolidation that build durable judgment
are precisely what offloading short-circuits [15]. The American Psycho- [15] Beyond Prompting: Biological

Memory, Cognitive Offloading, and
Human Expertise in the Age of GenAI

logical Association’s survey of how AI is reshaping human skills and
thinking sharpens the stakes: as we delegate cognition, we risk losing
the very metacognitive vigilance that fraud detection requires [20]. [20] How AI is reshaping human skills

and thinking
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This is why fraud literacy cannot be reduced to a checklist handed
out at orientation. A student who has outsourced their skepticism to
a detector, an autocomplete, and a summarizer has trained themselves
into exactly the passive, credulous posture that a synthetic con artist
relies on. Harvard’s reporting on preserving learning in the age of AI
shortcuts frames the danger as one of hollowed-out competence — the
appearance of understanding without its substance — which is also,
not coincidentally, the appearance of vigilance without its substance
[26]. The person most easily defrauded is the person who has stopped [26] Preserving learning in the age of

AI shortcuts — Harvard Gazettedoing their own verifying because a machine always did it for them.

The pedagogical implication is provocative and worth stating
plainly: teaching fraud literacy requires teaching students to work
without AI before letting them work with it. One instructive argument
holds that before students use AI, they should have to prove they
don’t need it — that the underlying competence must be established
unaided before the tool is permitted to augment it [13]. Applied to [13] Before students use AI, they

should prove they don’t need itfraud detection, this means students must first build, through unaided
practice, the baseline pattern-recognition and skeptical reflex that lets
them notice when something is off — because the whole point is that
in the moment of the scam, no detector will be standing by, and the
only instrument available will be the student’s own trained judgment.
The MIT Press volume on AI ethics gestures toward the larger re-
framing this demands: not a bolted-on module but a ”more diverse
and holistic kind of Bildung,” a radically interdisciplinary formation
in which learning to reason about AI is woven through the whole of
a student’s education rather than quarantined in a single course [12]. [12] AI Ethics - The MIT Press

Essential Knowledge seriesFraud literacy, understood correctly, is not a topic. It is a tempera-
ment, and temperaments are cultivated across years and disciplines,
not installed in a workshop.

The Assessment Wars as a Detour from the Real Question

Meanwhile, the institution’s best pedagogical energy has been con-
sumed by a different fight altogether: the frantic, ongoing effort to
rescue assessment from AI. This is where faculty and administrators
have actually rolled up their sleeves, and it is worth examining be-
cause it reveals both the institution’s genuine capacity for pedagogical
redesign and its persistent failure to point that capacity at the right
target. The assessment crisis is real. Scholars have named it ”the
wicked problem of AI and assessment” precisely because every solution
generates new problems: harden the exam and you exclude; loosen it
and you can’t certify anything [31]. The responses have ranged from [31] The wicked problem of AI and

assessmentthe reactionary to the genuinely inventive. On the reactionary end,

https://news.harvard.edu/gazette/story/2026/02/preserving-learning-in-the-age-of-ai-shortcuts/
https://news.harvard.edu/gazette/story/2026/02/preserving-learning-in-the-age-of-ai-shortcuts/
https://news.harvard.edu/gazette/story/2026/02/preserving-learning-in-the-age-of-ai-shortcuts/
https://www.ecampusnews.com/ai-in-education/2026/07/03/before-students-use-ai-they-should-prove-they-dont-need-it/
https://www.ecampusnews.com/ai-in-education/2026/07/03/before-students-use-ai-they-should-prove-they-dont-need-it/
https://www.ecampusnews.com/ai-in-education/2026/07/03/before-students-use-ai-they-should-prove-they-dont-need-it/
https://opus.lib.uts.edu.au/bitstream/10453/190198/2/2035797.pdf
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universities are marching students back into proctored, in-person exam
halls in a bid to out-flank the chatbots, a retreat that trades authen-
ticity for control [11]. [11] Are universities returning to

in-person exams to combat AI ...
On the inventive end, a serious literature on authentic assessment

has emerged, arguing that the answer is not to catch AI but to de-
sign tasks that AI cannot meaningfully complete for the student —
work rooted in personal experience, live performance, and iterative
process [14]. This work is thoughtful; it insists that assessment reflect [14] Beyond Detection: Redesigning

Authentic Assessment in an AI ... -
MDPI

the messy, contextual reasoning of real practice rather than the tidy
outputs a machine can fake [25], and its more culturally responsive [25] PDF Authentic Assessment in the

Age of AI - marcbowles.comvariants push institutions to build GenAI-era assessment frameworks
that account for who their students actually are rather than an imag-
ined universal test-taker [24]. I do not want to dismiss any of it. But [24] Navigating AI in Higher Educa-

tion: Toward Culturally Responsive
Assessment Frameworks in the GenAI
Era

I do want to name what it isn’t. Every one of these efforts is oriented
inward — toward preserving the integrity of the grade, the validity of
the credential, the defensibility of the assessment. They are answers
to the question ”how do we keep AI from corrupting our measurement
of students.” None of them is an answer to ”how do we keep AI from
defrauding our students once they leave.”

The surveillance dimension of the assessment wars makes the mis-
direction especially stark. The ethics of online exam supervision —
the ”good proctor or Big Brother” dilemma — has generated careful
scholarship about the coercion embedded in remote monitoring [17]. [17] Good Proctor or ”Big Brother”?

Ethics of Online Exam Supervision ...Here is an institution capable of deep ethical reflection about the cam-
eras it points at students during a test, and almost no institutional
reflection about the cameras — the deepfakes, the voice clones —
that will one day be pointed at those same students by people who
mean them harm. The asymmetry is not a coincidence. It is what
happens when an institution’s imagination of risk stops at the edge
of its own liability. The assessment wars are a detour: an enormous
expenditure of pedagogical intelligence on the problem of certifying
learning, undertaken by institutions that have not yet asked what, in a
deception-saturated world, most urgently needs to be learned.

The Partnership That Isn’t There Yet

What is missing from nearly all of this — governance, enforcement, as-
sessment redesign — is a collaborative framing that treats students as
partners in building fraud literacy rather than as suspects, endpoints,
or measurement problems. And here the evidence offers a genuinely
hopeful counter-model, one the institution has so far failed to general-
ize. When a Harvard physicist tailored an AI tutor to his own physics

https://www.timeshighereducation.com/depth/are-universities-returning-person-exams-combat-ai-cheating
https://www.timeshighereducation.com/depth/are-universities-returning-person-exams-combat-ai-cheating
https://www.timeshighereducation.com/depth/are-universities-returning-person-exams-combat-ai-cheating
https://www.mdpi.com/2227-7102/15/11/1537
https://www.mdpi.com/2227-7102/15/11/1537
https://www.mdpi.com/2227-7102/15/11/1537
https://www.mdpi.com/2227-7102/15/11/1537
https://marcbowles.com/wp-content/uploads/2025/09/AuthenticAssessment_final_26Sept25.pdf
https://marcbowles.com/wp-content/uploads/2025/09/AuthenticAssessment_final_26Sept25.pdf
https://marcbowles.com/wp-content/uploads/2025/09/AuthenticAssessment_final_26Sept25.pdf
https://www.mdpi.com/2227-7102/16/7/1030
https://www.mdpi.com/2227-7102/16/7/1030
https://www.mdpi.com/2227-7102/16/7/1030
https://www.mdpi.com/2227-7102/16/7/1030
https://www.mdpi.com/2227-7102/16/7/1030
https://link.springer.com/article/10.1007/s13347-021-00476-1
https://link.springer.com/article/10.1007/s13347-021-00476-1
https://link.springer.com/article/10.1007/s13347-021-00476-1
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course, student engagement doubled — not because the machine re-
placed teaching but because it was built with pedagogical intent, in
partnership with the learning it was meant to serve [27]. The lesson [27] Professor tailored AI tutor to

physics course. Engagement doubled.is not ”buy more AI tutors.” It is that AI in education works when it
is shaped by people who understand both the tool and the learner,
and fails when it is imposed as a governance object or wielded as an
enforcement weapon.

Fraud literacy is uniquely suited to a partnership model because
the expertise is inverted. On synthetic media, undergraduates fre-
quently know more than their professors — they have grown up inside
the platforms where voice filters, face swaps, and generated video are
native. This suggests a peer-to-peer teaching model in which stu-
dents train not only one another but their elders: faculty, staff, and,
crucially, the surrounding community, whose older members are the
demographic most heavily targeted by voice-cloning fraud. Cover-
age of how AI has already arrived in Roanoke’s classrooms, and what
parents, students, and workers need to understand about it, models
exactly this widening circle — the recognition that AI literacy is not
a campus-internal concern but a civic one, radiating outward from the
university into the town [7]. A university that organized its students [7] AI Has Already Arrived in

Roanoke’s Classrooms. Here’s What
Parents, Students, and Workers
Should Know.

to run community fraud-detection clinics would be doing three things
at once: grounding student learning in the act of teaching, extend-
ing its reach into the public it claims to serve, and reasserting a civic
mission that governance frameworks have entirely forgotten.

This partnership framing also corrects a moral failure in how the
discourse treats vulnerability. The same technologies now transform-
ing the lives of people with disabilities — opening access, restoring ca-
pacities, extending independence — are the technologies that, turned
to fraud, prey on those same populations first [21]. A fraud-literacy [21] How AI tools are transforming

the lives of people with disabilitiescurriculum built in partnership with the people most exposed to syn-
thetic deception would be both more effective and more just than
one designed in a governance committee that never met them. The
resources for this already exist, scattered across the ecosystem of ed-
ucators thinking about what a future-capable graduate looks like [8]. [8] ai in education - future capable
What is missing is the institutional will to gather them into a coher-
ent, mandated program rather than leaving them to the initiative of
individual instructors.

The Mandate, or the Slide Toward Irrelevance

Which brings us to the hard question of will. Everything I have ar-
gued points toward a single institutional act: making fraud literacy a

https://news.harvard.edu/gazette/story/2024/09/professor-tailored-ai-tutor-to-physics-course-engagement-doubled/
https://news.harvard.edu/gazette/story/2024/09/professor-tailored-ai-tutor-to-physics-course-engagement-doubled/
https://news.harvard.edu/gazette/story/2024/09/professor-tailored-ai-tutor-to-physics-course-engagement-doubled/
https://www.roanokerambler.com/ai-has-already-arrived-in-roanokes-classrooms-heres-what-parents-students-and-workers-should-know/
https://www.roanokerambler.com/ai-has-already-arrived-in-roanokes-classrooms-heres-what-parents-students-and-workers-should-know/
https://www.roanokerambler.com/ai-has-already-arrived-in-roanokes-classrooms-heres-what-parents-students-and-workers-should-know/
https://www.roanokerambler.com/ai-has-already-arrived-in-roanokes-classrooms-heres-what-parents-students-and-workers-should-know/
https://www.roanokerambler.com/ai-has-already-arrived-in-roanokes-classrooms-heres-what-parents-students-and-workers-should-know/
https://www.wbur.org/onpoint/2026/07/02/ai-tools-are-transforming-the-lives-of-people-with-disabilities
https://www.wbur.org/onpoint/2026/07/02/ai-tools-are-transforming-the-lives-of-people-with-disabilities
https://www.wbur.org/onpoint/2026/07/02/ai-tools-are-transforming-the-lives-of-people-with-disabilities
https://www.futurecapable.com/?tag=ai-in-education
https://www.futurecapable.com/?tag=ai-in-education
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graduation requirement, taught across disciplines, owned by the insti-
tution as such rather than delegated to a cybersecurity elective that
most students will never take. This is precisely the move institutions
are most reluctant to make, because it requires leadership to spend
political capital on a competency that generates no ranking, no rev-
enue line, and no defensible metric of the kind boards have learned to
demand. The governance apparatus that made AI ”fundable” did so
by attaching it to risk management and institutional protection [9]. [9] AI Is Now Fundable In Higher

Ed—But Only With Real Governance
- Forbes

Fraud literacy fits none of those incentive structures. Its beneficiary
is the graduate, five years out, who does not wire the money because
something in the caller’s cadence rang false — a saved harm that will
never appear in any institutional dashboard.

The stakes of inaction are larger than any single institution’s rep-
utation. Alvin Toffler’s late work argued that nations investing in
AI were engaged in a global race whose losers would find themselves
unable to compete, and that education would have to be reinvented
around new curricula and radically interdisciplinary, project-based
formation to keep pace [12]. But the race Toffler named is not only [12] After shock
economic; it is epistemic. The society that cannot tell the real from
the synthetic loses something more fundamental than market share —
it loses the shared factual ground on which democratic self-government
depends. Broussard’s cautious optimism that ”we can find a path
forward that uses technology to support both democracy and human
dignity” is conditional, and the condition is honesty about what the
technology actually does and what defending against it actually re-
quires [12]. A university that graduates students who cannot detect a [12] Artificial Unintelligence - How

Computers Misunderstanddeepfake has not merely failed those students. It has quietly conceded
that the epistemic race is unwinnable and that its own certification
means less than it claims.

The self-citation is unavoidable here: the argument of this essay
is that fraud literacy must become a core competency, taught across
disciplines rather than siloed, because the alternative is an institution
that has optimized itself for a threat model — student cheating —
that is trivial beside the one its graduates will actually inhabit. The
instruments are ready. The scholarship on authentic assessment al-
ready knows how to build tasks that require real judgment; it need
only redirect that judgment outward, toward evaluating synthetic ev-
idence rather than merely producing original work. The humanities
already know how to teach close reading; they need only recognize
that reading a suspected deepfake is the same skill applied to a new
text. The peer-to-peer models already work; they need only be man-
dated and resourced. What is missing is not knowledge but priority —
the leadership decision to treat the survival of the graduate as at least

https://www.forbes.com/sites/avivalegatt/2025/11/29/ai-is-now-fundable-in-higher-ed-but-only-with-real-governance/
https://www.forbes.com/sites/avivalegatt/2025/11/29/ai-is-now-fundable-in-higher-ed-but-only-with-real-governance/
https://www.forbes.com/sites/avivalegatt/2025/11/29/ai-is-now-fundable-in-higher-ed-but-only-with-real-governance/
https://www.forbes.com/sites/avivalegatt/2025/11/29/ai-is-now-fundable-in-higher-ed-but-only-with-real-governance/
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as important as the security of the organization.

The syllabus of mistrust is not a counsel of despair. It is the recog-
nition that a certain kind of trust — trust in the unverified voice, the
uncorroborated video, the urgent unauthenticated request — has be-
come a liability the world will punish, and that teaching students to
withhold that trust intelligently is now as basic as teaching them to
write. The largest study of undergraduate AI use found disparities
in who has access to these tools and who understands them, which
means the students who most need fraud literacy are the ones current
arrangements are least likely to reach [30]. An institution that leaves [30] The largest study of AI use by

undergrads is in, revealing disparities
...

this to the market, to the elective, or to the individual instructor’s
initiative is not being neutral. It is choosing, by omission, to send
its graduates into a hostile information environment without the one
competency that environment most demands. The university that
mandates fraud literacy will look, for a while, like it is teaching mis-
trust. What it will actually be teaching is how to remain a discerning
person in a world built to fool one — which was always, underneath
the credentials and the rankings, the whole point of an education.
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