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The phone rings at 2 a.m. and it is your daughter’s voice, ragged
with panic, saying she has been in an accident and needs money
now, tonight, before anything else can be sorted out. You know the
voice. You have known it since it first formed words. Every instinct
you possess—the ones evolution spent a few hundred thousand years
installing—tells you this is real, because the voice is real, or was, un-
til a few seconds of audio scraped from a social media clip taught a
model how to counterfeit it. This is the scenario that fraud investiga-
tors now describe as routine rather than exotic. Al-generated phishing
has jumped fourteenfold, and voice cloning has moved from proof-
of-concept to a line item in the criminal economy [3]. And here is
the uncomfortable part: nearly everything we have taught the public
about spotting fraud is useless against it.

For two decades, digital literacy meant a small, teachable set of
heuristics. Check the URL for a misspelled domain. Look for the
typos and mangled grammar that betray a scammer working in a
second language. Hover over the link. Verify the sender. These were
good rules, and they worked, because the frauds of that era carried
the fingerprints of their own cheapness. The Nigerian-prince email was
a filter: it was deliberately clumsy so that only the most credulous
would answer, saving the fraudster the effort of pursuing skeptics.

The whole architecture of consumer protection rested, quietly, on

the assumption that deception was expensive to produce well and
therefore usually produced badly. That assumption is now false. The
American Association of Retired Persons, an organization not given to
hysteria, has begun publishing guides on detecting Al-generated scams
precisely because the old tells—the typos, the awkward phrasing, the
generic salutation—have vanished [8].

This essay is about what has to replace those heuristics, and about
a deeper problem hiding underneath the practical one. We do not
actually agree on what ”Al literacy” means. The phrase gets deployed
as though it named a single, settled competency, when in fact it names
a contested terrain where at least three incompatible definitions are
fighting for the same word. Getting clear about which literacy we
mean is not academic hairsplitting. It determines who gets protected,
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who gets left exposed, and whether the thing we call literacy can
actually do the civic work we are asking of it.

Three Things We Call by One Name

When a technology vendor says its product will make you AT lit-
erate,” it usually means something narrow: you will learn to write
prompts, to operate the interface, to get useful output from the ma-
chine. Call this the operational definition. It is the literacy of the user
manual, and it dominates the market because it is easy to sell, easy to
certify, and flattering to both buyer and seller. It treats Al as a tool
like a spreadsheet, and literacy as the skill of driving it.

There is a second, older tradition that treats literacy as critical
judgment—the capacity to interrogate what a system produces rather
than merely to produce it. This is the lineage that runs through me-
dia literacy and information literacy, and its UNESCO expression,
the handbook that teaches readers to slow down and interrogate a
source before believing it, predates the current panic by years [2]. In
this view, literacy is not about operating the machine but about main-
taining a stance toward it: knowing what it can fake, what it tends to
get wrong, whose interests it serves. The gap between these two def-
initions is the gap the entire field keeps falling into. A person can be
fluent in prompting—operationally literate to a high degree—and com-
pletely defenseless against a cloned voice, because nothing in prompt
engineering teaches you to doubt your own ears.

Then there is a third definition, the one this essay wants to fore-
ground, which is barely built yet: synthetic media literacy, the ability
to detect when a sensory experience—a voice, a face, a video—has
been artificially generated. This is not a subset of the other two. It
is a distinct competency, and it runs against the grain of human per-
ception in a way the others do not. Learning to check a URL asks
you to add a step. Learning to distrust a familiar voice asks you to
override a reflex. The difficulty is not informational; it is neurologi-
cal. We are wired to treat direct sensory testimony as ground truth,
and the whole point of a deepfake is that it hijacks the channel we are
least equipped to second-guess. UNESCOQO’s own guidance concedes
that detecting a deepfake reliably can require ”expertise and particular
competencies similar to those used in forensic science”—watching for
unnatural blinking, for lighting that violates the physics of a real scene
[2]. Which raises the obvious, damning question: if detection requires
forensic-grade attention, what exactly are we asking ordinary citizens
to do?
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The honest answer is that we cannot ask them to become forensic
analysts, and any literacy program built on that expectation will fail.
What we can do is shift the burden from detection to verification—
from ”can you tell this voice is fake?” to "do you have a habit that
makes the fakeness irrelevant?” That distinction is the hinge of every-
thing that follows, and it is the first thing generic digital literacy gets
wrong. It keeps trying to sharpen the eye when it should be building
the habit.

Why Perfect Grammar Broke the System

To understand why the old heuristics collapsed, it helps to be precise
about what they were actually detecting. They were not detecting de-
ception. They were detecting the cheapness of deception. A misspelled
domain, a clumsy sentence, a low-resolution logo—these were artifacts
of the effort a fraudster was unwilling to spend. Generative models
have driven the marginal cost of high-quality forgery toward zero, and
in doing so they have severed the link between a message’s polish and
its trustworthiness that our heuristics silently relied upon.

Consider what the machine is actually good at. As the researcher
Janelle Shane has documented at length, the failures of earlier chat-
bots were comic and diagnostic—a bot that could only sustain a con-
versation by pretending to be ”an eleven-year-old Ukrainian kid with
limited English skills” to explain away its non sequiturs [2]. The tell [2] You Look Like a Thing and I Love
was the incompetence. But the specific thing large models have im- You
proved at is exactly the thing our detection heuristics keyed on: flu-
ency, idiom, the surface texture of a competent native speaker. The
model does not need to pretend to be a child anymore. It writes the
flawless, warm, grammatically pristine email that no rule about typos
will ever catch. Anti-fraud literacy trained on the artifacts of incom-
petence is now systematically blind to competent fraud, and the fraud
has become competent.

The scam taxonomies now circulating reflect this. Security guides
have begun sorting Al-enabled fraud into tiers of sophistication,
distinguishing the crude mass-market attempt from the targeted,
voice-cloned, context-aware attack that assembles publicly available

details into a personalized ambush [4]. The escalation matters be- [4] AT Scams in 2026: The 10 New
cause it means the population most confident in its own scam-spotting gr?utd Tiers, Warning Signs, and
afety ...

ability—people who learned the old rules well and internalized them—
may be the most exposed, because they are running a detector cali-
brated for a threat that no longer behaves the way the detector ex-
pects. Confidence in an obsolete heuristic is worse than no heuristic at
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all.

This is also where the misinformation problem and the fraud prob-
lem turn out to be the same problem wearing different clothes. UN-
ESCO’s analysis of Al and disinformation makes the connection ex-
plicit: the same generative capacity that fabricates a scam call fab-
ricates the synthetic news clip, the invented quotation, the doctored
footage of an event that never happened [12]. And the machine’s con-
fident wrongness is not always malicious—researchers studying what
they carefully decline to call "hallucination” have built conceptual
frameworks for the many distinct ways an Al system generates fluent,
authoritative-sounding falsehood without any deceptive intent at all
[14]. Whether the falsehood is engineered by a criminal or emitted by
a well-meaning model, the citizen faces the same task: distinguish-
ing fluent output from true output, when fluency has stopped being
evidence of anything.

Meredith Broussard’s warning applies with full force here. Her
insistence, in her account of what she calls artificial unintelligence, is
that we should be "more honest and realistic about what goes into
technology and what it takes to keep technology working”—that the
mystique of the seamless machine is itself a hazard [2]. The person
who believes Al output is basically reliable, basically neutral, basically
a better version of a search engine, has been disarmed before the first
scam call arrives. Anti-mystification is not a philosophical luxury. It is
load-bearing infrastructure for a defensible mind.

The Verification Reflex, and How You Build One

If detection is a losing game for the ordinary person, verification is

a winnable one. The core move of synthetic media literacy is almost
embarrassingly simple: when a channel delivers an urgent, high-stakes,
emotionally loaded request, you confirm it through a different channel
before acting. The panicked call from your daughter gets verified by
hanging up and calling her actual number. The email from the CEO
demanding an urgent wire transfer gets checked in person or by a
known phone line. The heuristic is not "spot the fake.” It is "never let
a single channel be sufficient for a consequential action.” This is what
the AARP guidance ultimately drives toward—establishing verification
habits and even family code words that no cloned voice can supply [8].

The reason this reframing matters is that it moves the defense from
perception, where humans are structurally weak against synthetic
media, to procedure, where humans are quite capable. You do not
have to hear the flaw in the voice. You only have to have a rule about
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voices. And rules, unlike forensic perception, can be taught to anyone,
drilled, and made habitual.

But there is a documented obstacle, and it is a paradox worth sit-
ting with. The World Economic Forum has described what it calls
the oversight paradox: the more we delegate cognitive and perceptual
tasks to automated systems, the more the human competence required
to oversee those systems atrophies from disuse [18]. Applied to fraud,
the paradox is vicious. We are asking people to maintain vigilant, ef-
fortful verification habits at exactly the moment when the surrounding
technological environment is training them to trust automated fluency
and offload judgment. The convenient default and the safe default
point in opposite directions. Every frictionless system that asks you
to click "approve” is quietly eroding the reflex that the scam call will
exploit.

This is also why the naive institutional response—ban the tech-
nology, wall it off—backfires. Analysts examining institutions that
reflexively prohibit Al tools have argued that bans raise security
risks rather than lowering them, driving usage underground where
no norms, no training, and no verification culture can reach it [19]. A
population that has never been allowed to handle synthetic media in a
supervised setting is a population with no antibodies. Which brings us
to the most promising intervention in the whole literature, and the one
most opposed to the ban-and-hope instinct.

Prebunking: Vaccinating the Judgment

The idea goes by the ungainly name of prebunking, and it borrows its
logic directly from immunology. Rather than debunking a falsehood
after it has spread—which arrives too late and tends to reinforce the
very claim it corrects—prebunking exposes people to a weakened form
of the manipulation before they encounter the real thing, so that they
build recognition and resistance in advance. Show someone a clumsy
deepfake, and explain how it was made and what it was trying to do,
and you inoculate them against the sophisticated one they will meet
later in the wild.

The most encouraging evidence for this approach comes not from
lecture halls but from the young people building it themselves. At the
ITU’s AT for Good gathering, participants described a generation of
”Al natives” designing their own tools and campaigns to fight syn-
thetic misinformation—moving from passive deepfake victims to active
builders of digital trust [9]. The significance is not the technology they
build but the posture the exercise instills: once you have made a deep-
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fake, however crude, you can never again receive one with quite the
same innocence. The construction is the inoculation. This is prebunk-
ing as a form of learning-by-making, and it turns the intuition on its
head—the way to protect people from synthetic media is not to hide it
from them but to let them see how the sausage is made.

There is an evidence-based caution here, though, that the enthu-
siasm for Al-assisted learning tends to bury. A study reported this
year found that reliance on Al chatbots produced significant learning
loss, as the offloading of cognitive effort hollowed out the very capac-
ities the learning was meant to build [16]. Related work examining [16] Study: Using AI Chatbots Cre-
AT’s effect on reading, critical thinking, and problem-solving points in ates Significant Learning Loss
the same worrying direction—the tool that does the thinking for you

leaves you less able to think [17]. This matters for prebunking because [17] The Impact of Al on Students’
Reading, Critical Thinking, and

inoculation only works if the immune response is the person’s own. A Probl
roplem ...

prebunking exercise that simply hands people a checklist to memo-
rize, rather than making them actively construct and dismantle a fake,
risks the same hollowing—producing the feeling of literacy without
the substance. The competence has to be earned through effort, or it
evaporates the moment the effort stops.

Nor is prebunking a one-shot vaccine. The systematic scoping work
on generative Al and misinformation in education documents how
quickly the threat landscape mutates, which means any inoculation
confers only temporary immunity and requires boosters as the fakes

improve [10]. This is not a curriculum you teach once and file away. It [10] GenAT and misinformation in
education: a systematic scoping ... -

is closer to public health surveillance—continuous, adaptive, and never S
pringer

finished, because the pathogen is evolving faster than the textbook.

No Single Public: The Problem of Whose Literacy Counts

Here the essay has to confront a flaw built into most literacy pro-
grams: they imagine a single, generic citizen, and there is no such
person. The heuristics that protect a seventeen-year-old and the
heuristics that protect a seventy-year-old are not the same heuris-
tics, and a program that pretends otherwise will overserve one group
while abandoning the other.

Start with the young, because the data on them is startling. Chil-
dren are adopting Al technologies more than three times faster than
adults, according to UNICEF, which means the generation with the
least developed judgment is also the generation with the deepest ex-

posure [5]. They are not merely using Al for schoolwork; they are [5] Children are adopting Al technolo-
gies more than three times faster than
adults

confidant and counselor [6]. UNICEF’s own snapshot of usage and [6] Children are turning to Al for

homework — and life advice

turning to it for life advice, treating a statistical text generator as a
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concerns among children and parents reveals a gap between how much
children rely on these systems and how little either they or their par-

ents understand about what the systems actually are [15]. For this [15] PDF Snapshot of AI Usage
and Concerns Among Children and

group, the literacy problem is not primarily fraud detection—it is
Parents

parasocial over-trust, the tendency to treat a fluent system as a rela-
tionship rather than a product. Their heuristic needs to be about the
nature of the thing they are confiding in, not the domain of the URL.

The literacy that seniors need is close to the inverse. The sce-
nario that opens this essay—the cloned voice of a family member in
crisis—targets precisely the population most likely to have money,
most likely to answer the phone, and least likely to have the reflex
of cross-channel verification. For them, the operative teaching is not
"understand the parasocial dynamics of chatbot companionship” but
"establish a family code word and never wire money on the strength of
a single call.” Both groups need synthetic media literacy, but the pay-
load has to be tailored to the specific threat each faces and the specific
reflexes each already has. A generic module aimed at the mythical
average citizen hits neither.

And the tailoring problem runs deeper than age. There are popu-
lations whose relationship to synthetic media is shaped by how they
communicate at the most fundamental level. Research on how Deaf
and hard-of-hearing people actually use Al tools found that their en-
gagement diverges sharply from what hearing designers assume—"we
do use it, but not how hearing people think,” as the study’s title puts
it [1]. A literacy program built entirely around detecting fake audio [1] We do use it, but not how hearing
has quietly assumed a hearing user and, in doing so, has failed to people think: How the Deaf and Hard
imagine what verification means for someone whose primary channel
is visual. Education International has argued for keeping human ac-
cessibility at the center of Al in education precisely to resist this kind
of one-size-fits-all design that treats the standard user as the only user
[13]. The question "whose literacy counts?” is not rhetorical. Every [13] Mantener a la humanidad en el
centro: la accesibilidad y la ...

framework encodes an assumed citizen, and everyone who does not
match that assumption is served worse or not at all.

This is the sense in which the definitional muddle from the start
of the essay has real casualties. If literacy means operational flu-
ency, we build programs for the confident young user and congrat-
ulate ourselves. If it means critical judgment, we build seminars for
the already-educated and miss the people most exposed. Only if it
means synthetic media literacy—differentiated, threat-specific, reflex-
building—do we start designing for the actual distribution of vulnera-
bility rather than for a statistical fiction.


https://www.unicefusa.org/sites/default/files/2026-06/UNICEF-Innocenti-AI-Brief-2026.pdf
https://www.unicefusa.org/sites/default/files/2026-06/UNICEF-Innocenti-AI-Brief-2026.pdf
https://www.unicefusa.org/sites/default/files/2026-06/UNICEF-Innocenti-AI-Brief-2026.pdf
https://www.unicefusa.org/sites/default/files/2026-06/UNICEF-Innocenti-AI-Brief-2026.pdf
https://arxiv.org/html/2410.21358v3
https://arxiv.org/html/2410.21358v3
https://arxiv.org/html/2410.21358v3
https://arxiv.org/html/2410.21358v3
https://www.ei-ie.org/es/item/31791:mantener-a-la-humanidad-en-el-centro-la-accesibilidad-y-la-inteligencia-artificial-en-la-educacion
https://www.ei-ie.org/es/item/31791:mantener-a-la-humanidad-en-el-centro-la-accesibilidad-y-la-inteligencia-artificial-en-la-educacion
https://www.ei-ie.org/es/item/31791:mantener-a-la-humanidad-en-el-centro-la-accesibilidad-y-la-inteligencia-artificial-en-la-educacion

Where This Actually Gets Taught

If the literacy has to be differentiated, delivered continuously, and
reached to populations that formal education does not touch, then the
question of venue becomes urgent, and here the discourse has a blind
spot the size of a building. The reflexive assumption is that literacy
is transmitted through schools. But the seventy-year-old targeted by
a voice clone left the classroom half a century ago, and the fastest-
adopting children are learning about AI faster than any curriculum
can be revised. The institutions positioned to reach the actual at-risk
population are the ones the Al-literacy conversation almost never
mentions: public libraries, community centers, senior centers, the
ordinary civic infrastructure where people who are not students still
gather.

These are underused precisely because they are unglamorous. A
fraud-literacy workshop at a public library, run for an afternoon crowd
of retirees, generates no venture funding and no press release. But it
reaches the person the cloned-voice scam is designed to hit, in a set-
ting they already trust, at no cost to them, with a facilitator who can
adapt the material to the room. The library is also, not incidentally,
the natural home for the anti-mystification stance this essay has been
arguing for. John Maeda’s observation, in his primer on computational
thinking, that "computational machines are master copycats and are
powered by the quantitative data at their foundations,” is exactly the
demystifying frame a public workshop can deliver in plain language:
the machine is not magic, it is a copyist, and knowing that is the be-
ginning of not being fooled by the copy [2]. [2] How to Speak Machine

The stakes of getting the venue right are not merely personal but
civic, and the democracy literature has begun to say so directly. Anal-
yses of governance in an algorithmic age argue that synthetic me-
dia does not just defraud individuals; it corrodes the shared factual
ground that self-government requires, because a public that cannot tell
a real recording of a candidate from a fabricated one cannot deliberate

[7]. The same worry animates warnings from the Spanish-language [7] Democracy in the Digital Age:
Reclaiming Governance in an Algo-

. . . . . L. rithmic World
poses a direct threat to democratic decision-making [11]. This is why [11] Inteligencia Artificial y democra-

civic press that AT’s capacity to fabricate persuasive falsehood at scale

the stakes are not optional. When the ability to detect synthetic voice cia
and face becomes a precondition for evaluating the claims a democracy

runs on, synthetic media literacy stops being a consumer-protection

nicety and becomes a requirement of citizenship itself. A citizen who

cannot distinguish a real address from a fabricated one is not a fully
participating citizen, however operationally fluent they may be with a

chatbot.
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The community venue answers a problem the market cannot. A
vendor selling Al literacy has every incentive to define it operationally—
as fluency with the vendor’s product—Dbecause that definition sells
software. It has no incentive to teach suspicion of synthetic media,
which sells nothing and might even make customers warier of the ven-
dor’s own generative offerings. The public library has no such conflict.
It can teach the demystifying, skeptical, verification-first literacy that
the commercial framing structurally avoids, because it answers to
readers rather than to a sales figure. That independence is not a mi-
nor administrative detail. It is the reason the least funded institution
in this whole landscape may be the only one positioned to teach the
literacy that matters.

The Literacy We Actually Need

Pull the threads together and a clear picture emerges of where generic
digital literacy fails and what has to replace it. The old literacy de-
tected the cheapness of deception, and deception is no longer cheap
or clumsy. It sharpened the eye when it should have built the habit.
It imagined a single generic citizen when the actual population is a
distribution of wildly different vulnerabilities—children over-trusting
a fluent confidant, seniors ambushed by a familiar voice, non-hearing
users served by nobody’s default assumptions. And it looked to the
classroom for transmission when the people most at risk are nowhere

near one.

The replacement is not more sophisticated detection. No ordinary
person will out-forensic a model that improves every quarter, and
any program promising they can is selling false confidence, which is
worse than none. The replacement is a shift from perception to proce-
dure: the verification reflex, the cross-channel confirmation, the family
code word, the flat refusal to let a single fluent channel authorize a
consequential act. It is prebunking that inoculates through active
construction rather than passive checklist, delivered as a continuous
public-health function rather than a one-time lesson, and boostered
as the fakes evolve. It is differentiation by population rather than a
generic module for a citizen who does not exist. And it is delivered
where the vulnerable actually are—in the libraries and community
centers that the market has no reason to fund and every reason to

ignore.

The MIT Press primer on Al ethics reminds us that ”"some users
of Al are also more vulnerable than others,” and that much human
labor and much human cost sits hidden behind the frictionless surface
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of these systems [2]. That asymmetry—that the burden of synthetic
media falls hardest on those least equipped to bear it—is the moral
center of the literacy question. To define Al literacy as operational
fluency is to serve the confident and abandon the exposed. To define
it as critical judgment alone is to serve the already-educated and miss
everyone else. To define it as synthetic media literacy, differentiated

and civically grounded, is to design for the actual distribution of harm.

The 2 a.m. phone call will keep coming, and the voice will keep
getting better, until it is indistinguishable by any perception you
possess from the voice you have loved your whole life. You will not
win that contest at the level of the ear. You win it earlier, at the level
of the habit—by having decided, long before the phone rang, that no
voice alone is ever enough. Teaching that decision, to everyone, in
the places they can actually be reached, is the literacy this moment
demands. It is not the low-hanging fruit. It is the whole harvest.
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