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Strip away the brochures and the endowment reports and a uni-
versity reveals itself as something more elemental: a vast, creaking
machinery of trust. It runs on a single, rarely examined assumption—
that the person is who they say they are. The student who submitted
the essay is the student enrolled in the seminar. The applicant who
appeared by video for the scholarship interview is the applicant whose
transcript sits in the file. The voice on the phone claiming to be the
department chair, asking the administrative assistant to reroute a
payment or forward a roster of student records, is the chair. For most
of the institution’s history this assumption was cheap to maintain,
because forging a person was expensive. You needed a body, a face,

a voice, a paper trail, and a willingness to be physically present in a
building full of people who might recognize you. Generative Al has
quietly inverted that economics. Forging a person is now nearly free,
and the institutions most exposed are precisely those built on the
presumption that you would never need to check.

This is the part of the Al story in higher education that the sector
has been slowest to narrate, because it is less flattering than the oth-
ers. The dominant conversation has been about cheating—whether
undergraduates are using chatbots to write their papers, and what
to do about it. The largest study of its kind, surveying undergradu-
ates across the University of California system, found both heavy use
and sharp disparities in who has access and who gets caught [19]. In [19] The largest study of Al use by
Mexico, surveys report that roughly seventy-nine percent of university undergrads is in, revealing ...
students already use generative Al to produce text [2]. These numbers [2] 79% de universitarios en México ya
are real and they matter. But they have crowded out a deeper recogni- usa inteligencia artificial para ...
tion: the same technology that lets a student fabricate an essay lets a
stranger fabricate a student, a professor, or an entire admissions inter-
view. The classroom integrity panic and the identity-fraud threat are
two faces of one phenomenon—the collapse in the cost of producing a

convincing counterfeit of a human being.

Toffler’s late work warned that as information became "hyperki-
netic” and ”ephemeral,” our very ability to discern what is authentic
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would erode, and the phrase "post-fact society” would stop being a
slogan and start being a description [4]. Universities like to imagine
themselves as the institutions standing against exactly that erosion—
as the places where authenticity is certified, where a credential means
a real person learned a real thing. Yet they have built their verifica-
tion systems for a world that no longer exists. Stanford’s accounting
of the field notes that deepfake tools have improved dramatically and
that large-scale synthetic content can "undermine trust in democratic
institutions, manipulate public opinion, and polarize public discus-
sions” [17]. What is true of democracies is true of the smaller republics
of learning. The lecture hall has become a phishing ground, and the
university has not yet decided to notice.

The Porous Front Door

Begin where the institution begins: admissions. The front door of a
modern university is a digital portal, and increasingly the interview
that follows is a video call. This was sold as access—students in rural
areas or other countries no longer needed to fly in—and as efficiency.
It also happens to be the single most attackable surface in the entire
enterprise. An admissions or scholarship interview conducted over
video is an identity claim made through exactly the channel that syn-
thetic media now compromises best. A real-time deepfake of a face
and a cloned voice can sit a proxy candidate in front of an interviewer,
answering for an applicant who cannot, in fact, do the work. The fi-
nancial aid pipeline behind that door is worse, because there the prize
is money rather than admission, and identity theft against student-aid
systems is an old fraud now supercharged by tools that can generate
plausible documentation, plausible faces, and plausible humans on
demand.

The instinct of administrators is to treat this as a security problem
to be outsourced to a vendor—buy a liveness-detection product, bolt it
onto the portal, declare victory. That instinct should be met with the
skepticism we bring to every technical fix sold as a silver bullet, be-
cause the verification tools themselves carry the biases of their train-
ing. Stanford’s researchers have documented how AI hiring tools "can
yield racial bias and systemic rejection,” producing patterned, discrim-
inatory outcomes while wearing the mask of neutral automation [6].
An admissions office that responds to deepfake fraud by layering on
algorithmic identity-checking risks importing precisely that pathology:
a system that waves through the applicants who look like its training
data and flags, interrogates, or rejects the ones who don’t. The ap-
plicant with an unusual name, a non-native accent, a low-bandwidth
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connection that makes the liveness check stutter—these are the people
a poorly governed verification regime will treat as suspects. The cure
can reproduce the disease.

What makes admissions fraud so corrosive is that it attacks the
institution’s foundational product. A university’s credential is a
promise to the rest of the world: this person was here, did this, can
be trusted to this degree. If the person who enrolled is not the per-
son who applied, the promise is void at the root, and no amount of
rigorous teaching downstream can repair it. The Atlas-style critique
of AI reminds us that behind every automated system is hidden hu-
man labor and a structure of capital accumulation that benefits "very
few people” [4]; the same lens applies to fraud, which is also a labor
arbitrage—paying someone, or something, to be you at the moment
of evaluation. The university that does not verify personhood at the
front door is not running a meritocracy. It is running an honor system
in a neighborhood where the locks have stopped working.

What "Who Wrote This?” Is Really Asking

Move inside, to the seminar room, and the cheating panic reveals itself
as the identity problem in disguise. When a professor asks "who wrote
this?”—of an essay, a problem set, a lab report—the question is not
really about plagiarism in the old sense. It is an authentication query.
The professor is trying to establish that the text in front of them is a
true signal of a specific person’s mind. Generative Al severs that link,
and the sector’s response has been a frantic search for a new way to
bind a piece of work back to a verified human being.

This is why oral examinations are staging an unlikely comeback,
framed almost gleefully as the one assessment a chatbot cannot ghost-
write. "You won’t be able to Al your way through an oral exam,” one
widely shared account put it, describing faculty who have rediscovered
the viva as an authenticity guarantee [1]. The Associated Press doc-
umented the same migration—"perfect homework, blank stares”—as
instructors confronted the gap between flawless take-home work and
students who could not discuss it, and turned to live questioning to
close it [13]. Read these stories carefully and you see what the oral
exam actually is in this context: liveness detection by other means. It
is a professor manually verifying, in real time, that a present human
possesses the knowledge a credential will certify. The institution has
been doing identity verification all along; AI has merely forced it to do
so consciously, and at far greater cost in faculty hours.

The alternative path—automated detection—has been a near-total
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failure, and an instructive one. Al-writing detectors do not work reli-
ably, and their deployment has produced a growing body of litigation
as students accused on the strength of a detector’s verdict fight back.
The catalogue of cases is now substantial enough to track as its own
genre, student by student, outcome by outcome [5]. The faculty mood,
meanwhile, has curdled: a striking ninety percent of faculty in one
survey believe AT is weakening student learning [3]. That conviction

is not baseless. Harvard’s faculty have been wrestling publicly with
how to preserve genuine learning when shortcuts are a keystroke away
[15], and the empirical case for their worry is mounting: studies of
“cognitive offloading and the speedup illusion in human-AT interac-
tion” describe how delegating thinking to a machine produces a feeling
of competence that outruns the reality, leaving the user faster but
emptier [10].

But notice the asymmetry hiding in the integrity discourse. The
whole apparatus—detectors, lawsuits, oral exams, honor codes—treats
the student as the only impersonation threat worth modeling. The
institution worries that the student is not who they claim, and builds
an entire surveillance regime around that single vector. It does not,
as a rule, worry with equal energy that the professor, the dean, the
IT help desk, or the financial aid officer might be impersonated, even
though those identities are more valuable to forge and the channels
through which they operate—email, phone, video—are exactly the
ones synthetic media has broken. Students rationalize their AT use
in an environment of ambiguous and shifting rules, the "Wild West”
of unsettled norms that one study aptly named [21]. The institution
polices that frontier obsessively while leaving its own gates unguarded.

The Voice on the Phone Is the Dean

Here is the threat the integrity panic has obscured, and it is the one
with the sharpest legal teeth. Voice cloning has reached the point
where a few seconds of recorded audio—a lecture posted online, a con-
ference talk, a podcast appearance, a voicemail greeting—suffices to
generate a convincing synthetic version of a specific person speaking
arbitrary words. Faculty are unusually exposed here, because their
voices are professionally public. A scholar’s recorded lectures and
recorded talks are not incidental; they are the work product, delib-
erately broadcast. That same public corpus is now training data for
impersonation.

Consider the attack surface this opens. A cloned faculty voice can
call the registrar or the bursar and, trading on the trust the institu-
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tion extends to its own, extract student records, change direct-deposit
details, authorize a transcript release, or pry loose the personal data
of a research subject or advisee. A cloned voice can also be turned
inward as a weapon: synthetic audio of a professor saying something
they never said—abusive, discriminatory, sexually explicit—dropped
into a harassment campaign against a colleague or a student, or used
to discredit and silence. The technology that makes faculty imperson-
ation easy makes faculty defamation easy, and the university sits in
the middle as the party that holds the data, employs the targets, and
will be named in the suit. Stanford’s documentation that deepfake
quality has leapt forward since 2020 is not an abstraction about elec-
tions; it is a description of the tools now pointed at the institution’s
internal trust relationships [17].

UNESCO?’s literacy materials press educators to ask of any given
case "what would catch this, and what would amplify it” [4]—a dis-
cipline of imagining both the defense and the attack. Run that exer-
cise honestly across a university’s daily operations and the answer is
bleak: almost nothing in current practice would catch a competent
voice-clone of a senior administrator, and a great deal—the culture of
deference, the speed expectations, the willingness of staff to act on an
authoritative-sounding request—would amplify it. The legal exposure
here is not speculative. When a cloned voice is used to extract regu-
lated student data, the institution’s obligations under privacy law are
triggered regardless of whether a human was deceived in good faith.
The questions about authorship, ownership, and liability that legal
scholars are already chewing over in the context of ”plagiarism, copy-
right, and AI” extend naturally into impersonation and data breach
[14], and the institution that has no incident-response protocol for a
synthetic-identity attack will be writing one in the middle of the crisis,
under subpoena. The mature posture is the one corporate security
learned a decade ago: assume the breach, rehearse the response, and
treat “the voice on the phone is the dean” as a claim to be verified,
not a fact to be trusted.

The Wrong Battle

Why has the sector spent its attention so lopsidedly—everything on
student cheating, almost nothing on institutional identity fraud? Be-
cause the discourse has been governance-led rather than pedagogy-led,
and governance, when it is anxious and under-resourced, defaults to
policing the least powerful party in the room. A blistering piece of
trade analysis put it directly: most institutional Al policies are "prob-
ably solving the wrong problem,” fighting the last war over detection
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and prohibition while the actual transformation happens elsewhere
[22]. The empirical texture of those policies confirms the diagnosis.
An analysis of ninety-six UK university Al policies—surfaced and
circulated by researchers tracking the field—found a landscape of doc-
uments preoccupied with academic-integrity language and student
conduct, thin on the institution’s own obligations and almost silent on
the verification of non-student identities [12].

This imbalance is not an accident of inattention; it reflects where
institutional power and institutional fear point. Administrators face
measurable pressure on enrollment and retention, and Al has been
pitched to them as a tool for managing exactly that pressure. The
scholarship on ”the algorithmic institution” describes Al arriving in
higher education not primarily as a pedagogical intervention but as
a "policy response to higher education in crisis”—a way to manage
risk and retention through prediction and automation [16]. When the
governing frame is risk management, the student becomes a risk to be
surveilled and the chatbot becomes a cost to be controlled, and the
institution’s attention is structurally pulled toward monitoring those
it controls rather than defending the trust relationships it depends
on. The professor who flags a suspicious essay generates a tidy disci-
plinary case. The cloned dean who drains a data system generates a
lawsuit and a regulator’s letter—so it is the kind of threat an anxious
bureaucracy prefers not to look at until forced.

The cost of this misallocation lands hardest on the people the insti-
tution claims to serve. When governance leads and pedagogy follows,
faculty and students experience Al as something done to them rather
than with them, and they resist. Reporting on one large public uni-
versity system embracing Al captured the friction plainly: students
and faculty are "not all on board,” precisely because the rollout was
framed as an administrative and efficiency initiative rather than a
teaching one [23]. Teachers, for their part, are not passive. The Amer-
ican Federation of Teachers has documented educators organizing to
defend critical thinking against the offloading the technology invites—
"Al is coming for critical thinking. Teachers are fighting back” [7].
That resistance is healthy, but it is also a symptom: it is what you
get when an institution treats a profound shift in the nature of au-
thenticity as a compliance matter to be handed down, rather than an
intellectual problem to be worked through together.
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The Partnership That Isn’t Being Built

The most telling absence in the week’s discourse is the partnership
framing—the idea that students, faculty, and the institution might
confront the authenticity crisis as collaborators rather than as sus-
pects, enforcers, and risk managers. The materials exist to build it.
Research on "the impact of an Al Digital Teacher on human-AT col-
laborative learning in higher education” treats the human and the ma-
chine as partners in a learning relationship, which at least models the
kind of explicit, designed-for collaboration that policing frameworks
foreclose [18]. A randomized controlled trial published in Nature found
that AT tutoring could outperform in-class active learning on certain
measures [8]—a result worth holding skeptically, since a single RCT
under controlled conditions is not the messy reality of a semester, and
“outperforms” depends heavily on what you chose to measure. But the
existence of such findings underscores the point: the technology is not
only a threat vector, and an institution that frames it exclusively as
one forfeits the chance to shape its use.

A genuine partnership framing would start from a different question
than "how do we catch them?” It would ask: given that authenticity
can no longer be assumed, how do we build relationships and assess-
ments where authenticity is co-produced and visible? This is what
the oral-exam revival gropes toward without naming it—a return to
assessment as a human encounter rather than a document submission.
It is what thoughtful practitioners mean when they argue for moving
"beyond scales” and rubrics toward richer accounts of what student
work is and does [9]. The scholarship “reconceptualizing student work
in the age of AI”—writing with machines rather than against them—
takes the problem seriously as a problem of pedagogy and authorship,
not merely of enforcement [24]. And broad surveys of generative Al in
higher education keep arriving at the same conclusion: the institutions
that fare best are those that integrate the technology into teaching
deliberately, rather than those that ban it, ignore it, or surveil their
way around it [11].

The partnership frame matters for the identity problem specifically,
not just for pedagogy in general. Liveness detection imposed from the
security office is a backend bolt-on that students experience as sus-
picion and that faculty experience as surveillance. Liveness detection
reconceived as a pedagogical practice—the oral defense, the in-class
build, the iterative conversation in which a person demonstrates the
mind behind the work—is something else entirely: a richer form of
teaching that happens also to verify authorship. This is the move
the institution must make, and it cannot be made by the I'T depart-
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ment alone. It requires faculty who understand both the pedagogy
and the threat, which means it requires investment in faculty training
of a kind that the ninety-six-policy survey suggests is largely miss-
ing [12]. The institution that trains its faculty only to run detection
software has bought a tool. The institution that trains its faculty to
redesign assessment around verified human performance has changed
its pedagogy—and hardened its perimeter in the same stroke.

Reconceiving the Handshake

What ties admissions fraud, classroom impersonation, and the cloned
dean together is that they are all attacks on the same thing: the hand-
shake. Every meaningful transaction in a university—evaluating

an applicant, grading a student, releasing a record, authorizing a
payment—rests on a moment where one party accepts another’s claim
to be who they are. For centuries that handshake was secured by
physical presence and institutional memory. Al has dissolved both,
and the sector has responded by securing exactly one end of one
transaction—the student’s essay—while leaving the rest of the hand-
shakes exposed.

The argument of this essay is that identity verification can no
longer be treated as a backend function performed by a security ven-
dor and forgotten. It has to become a conscious, designed feature
of every interaction the institution conducts—pedagogical when the
interaction is teaching, administrative when it is operational, and
legally instrumented in both. That means liveness detection under-
stood broadly: not only the technical check on the admissions video,
but the oral exam, the in-person defense, the verification call-back be-
fore a record is released, the culture in which ”let me confirm that’s
really you” is a courtesy rather than an insult. It means faculty train-
ing that treats the authenticity of student work and the authenticity
of the people in the institution’s networks as the same problem with
the same solution—human encounter, deliberately designed. And it
means incident-response protocols written before the breach, because
the institution that improvises its response to a synthetic-identity
attack will improvise it badly and in court.

Even the disability research, easy to file under access, turns out to
bear on this. Studies of how students with disabilities use generative
AT show the technology functioning as legitimate accommodation [20],
which means any verification regime built to catch impostors must
distinguish authentic assisted work from fraudulent substitution—a
distinction blunt detection tools cannot make and only a humane,
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conversation-based pedagogy can. The cheating panic and the eq-

uity question and the fraud threat are not three issues. They are one
issue—the collapse of cheap authenticity—seen from three angles, and
an institution that addresses each in a separate office will solve none of
them.

Toffler’s warning that history itself could become "perishable” in a
post-fact society reads, from inside a university, as a description of the
stakes [4]. The university’s deepest function is to be a place where au-
thenticity is real and certified—where a degree means a person learned
something, where a scholar’s word can be trusted, where the record
reflects what happened. Generative Al has made the counterfeiting
of all three nearly free, and the sector is still spending most of its en-
ergy on the least consequential front. The institutions that survive the
transition with their credibility intact will be the ones that stop treat-
ing the lecture hall as a courtroom for catching student cheats and
start treating it, and every other room, as a place where trust must be
actively, intelligently, and continuously re-earned. The handshake will
have to be rebuilt. The only question is whether universities rebuild it
deliberately, or wait until a forged voice has already drained the trust
they spent centuries accumulating.
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